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List of papers considered:

e IVC and its variants
uf [Val08]: basic IVC and hardness results.

e CLS hardness on average relative to ROM using (1) non-interactive sumcheck protocol or (2) continuous
verifiably delay functions (cVDF).

v IMMV11]: In ROM it is impossible to efficiently create a puzzle while creating a solution, such
that in the mean time there is a super-linear gap between solving the puzzle and verifying the
puzzle.

v [MMV13]: In ROM, we have CRHF's and 7-sequential functions. Using that on top of an explicitly
constructible depth-robust DAGs, they construct time-lock puzzles with super-polynomial gap
between solving a puzzle and verifying a solution. These time-lock puzzles are used to construct
publicly verifiable PoSW.

uf [CP18]: CP graph construction of PoSW. It simplifies the proof of [MMV13] and got rid of the
dependency on DRG.

ral [DLM19]: Is a follow-up work to [CP18] to support incremental proofs (proof for N steps of work
and another proof on top of that for N’ steps of work prove, together, a proof of (N + N’) steps
of work). Not elaboated in much technical details

uf [CHK™19]: Computational uniqueness (as compared to actual uniqueness) of IVC is enough to
build hard CLS instances; CLS hardness in ROM, but need the additional assumption that #SAT
is hard. CLS hardness = PPA hardness.

uf [EFKP20]: CLS is hard using repeated squaring protocol assuming repeated squaring modulo a
composite is hard to parallelize. The exact instance constructed can be solved in some tunable
poly-time, sequentially, but parallelizing cannot improve this run-time by much.

¥ PLS hardness on average relative to ROM: it is a higher class so should have simpler proofs with
potentially weaker assumptions than CLS:

v [BG20] PLS hardness from CP graph and computationally sound IVC. It uses properties of such
construction in ROM.

Summary



Citation Described Assumptions Hardness achieved Proof Strategy
ICHK™19) Sumcheck #SAT is HOA in ROM rSVLY HOA instance | Unambiguity
[EFKP20] | Repeated squaring | Repeated squaring assumption rSVLY HOA instance Uniqueness

(RSW, which implies FACTOR-
ING is hard)
[BG20] iPoSW Unconditional in ROM PLS® HOA instance | No uniqueness

The construction of all of these papers are more or less based on the initial tree construction of [Val08§]
which uses a “strong” knowledge extractor as a way to merge proofs efficiently. The point is [Val08] does
not guarantee uniqueness, and so not sufficient to construct a rSVL instance.
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1 Overview

We first give a summary of what’s so useful about being in ROM. Then, we see some constructions of
interactive proof systems (made non-interactive in ROM) with varied assumptions.

e Some of these constructions use assumptions to guarantee some level of uniqueness (in the sense that
prover must follow a certain proof strategy; see sections |5| - @ With uniqueness (and unambiguity as
a weaker property), they can be used to construct hard instances of rSVLO.

e Others are unconditional in ROM but do not have the uniqueness property, like the earliest incremen-
tally verifiable computation (IVC) construction in section 3| and the construction used to show a hard
PLS? instance in section

2 About ROM

Here, we summarize some basic properties that you DO have and DON’T have in ROM.

2.1 What can we NOT DO in ROM
[MMVTI] proved some impossibility results regarding time-lock puzzles in ROM.

Theorem 1 (Optimally adaptive but inefficient adversary). Suppose a time-lock puzzle generator with access
to a cryptographic hash function (available in ROM) fH(r4) uses n queries to the random oracle H and
generates a puzzle M and a verifier V. Suppose also there is a solver g that sulves the puzzle with m > n
queries such that the success probability is at least 1 — €. Then, there exists an adversary who:

1. Uses n rounds of adaptivity.
2. Makes O(n -m/€) queries to H.
3. Solves the puzzle with probability > 1 —¢e — €.

Theorem 2 (Non-optimally adaptive but efficient adversary). With the same set-up as the previous theorem,
but in this case the adversary makes more non-adaptive calls to run in less time:

1. Uses n/€' rounds of adaptivity.
2. Makes n-m/€ queries to H.
3. Solves the puzzle with probability > 1 —¢e — €.

Remark 3. Note what this gap here is saying: the work required to generate both a puzzle and a verifier
/ solver can be at most linearly different from the time required for the adversary to solve the same puzzle
with high probability, adaptively or non-adaptively, with high probability. Why is work in this line of work
still possible? It turns out ok if the puzzle generator only computes the puzzle (i.e. not the solution at the
same time).

Why is this relevant? Turns out time-lock puzzles can be used to construct publicly verifiable PoOSW in
ROM, which is the focus of the follow-up work [MMV13] summarized next.

2.2 What can we DO in ROM

2.2.1 Random oracle is collision-resistant

Collision resistance is when it is hard to find two inputs to a function that are mapped to the same output.
In ROM, we have the following lemma:



Lemma 4. Suppose any A™, which is a PPT with access to a random function
H:{0,1}" —{0,1}"*,

If A makes at most q queries,
2

’ . _ / q
Pr[z # 2’ be two of the queries A makes, H(xz) = H(z")] < JuFl

In particular, 23% 1s negligible so by definition of collision-resistance we have H that is collision-resistant
in ROM.

Proof. Recall that H is uniformly random. In the worst case, A¥ can try ¢ different values of . Then,

,— 1
Pr[z # 2’ be two of the queries A makes, H(z) = H(z")] < Z !

— w )

i€[2,q]
by union bound on the probability that the hash value of the i-th query turns out to collide with the hash
value of one of the previous queries. This is just
Go_alg=1) _ ¢
Z Qw - 2w+1 — 2w+1 :
i€[l,q—1]

2.2.2 Random oracle is sequential

Inherently sequential hash functions (a new device of [MMV13]’s discovery). The idea is, no matter how much
pre-processing an adversary makes (consequently the ability to make many meaningful parallel queries), the
number of adaptive queries that the adversary is required to make cannot be considerably improved.

Lemma 5 (RO is sequential). Suppose any A¥, which is a PPT with access to a random function
H:{0,1} — {0,1}",

that A can query for at most (s — 1) rounds, though in each round it can make arbitrarily many parallel
queries. There exists an output sequence that A can construct using q queries (totaling a length of @Q bits)
with probability only

. Q+ > ic0,9 1%l

SO

where q; is the i-th query string.
Proof. This output sequence can be made explicit, it is

{zo,...,xs}, where Ja,b € {0,1}*, 2,41 = a||H (x;)||b.
We call such a sequence an H-sequence.

For the H-sequence to be constructed in ¢ < (s — 1) rounds, an adversary must be able to do one of the
following things: (1). it holds x;1; and guesses a correct x; such that H(x;) is a substring of z;11; (2). let
i < j € [l,s—1], such that a; is a query made first and a; a query that is made next that just turned out
H(aj) is a substring of a;. We bound these respectively:



e First case, which is a lucky guess, happens only if part of a query guessed H(x;) correctly, which has
a length of w by definition of the hash function, so union bound over ¢ queries, we have
|i

TR

Pr[Right guess in any query] < Z q
1€[0,s]
where ¢; is the i-th query string.
e In the second case, there is at most a % chance for it to happen to collide with any query, since
H is uniformly random, meaning that colliding with a length |a;| query after the hash is a uniform
probability as written. Union bound over all queries, we have Zie[l s—1] la;] < @Q, so

Q

Pr[Nonseuqgntual queries collide] < ¢ - 2w

Adding these two probabilities gives the bound claimed in the lemma. |

Amplification. The traditional Merkle-Damgard construction allows us to polynomially amplify the scale
of shrinkage of a hash function. It is shown that this construction can be modified so that we can amplify a
T-sequential family of hash functions to some other family of hash functions that is also sequential but with
more shrinkage power. The exact process is as follows:

1. Take Hy = {hs: {0,1}™ () — {0,1}"} be a family of 7-sequential hash functions (suppose m; = c-n,
where ¢ > 1). Let hgl) € Hi.

2. Let mg(n) = poly(n). Suppose an input of length ms, ie. (21,...,Zmy,). Then, we apply hgl) as

follows:
y1=hM (@1, ),y = hgl)(x(iq)(mﬁn)H’ S T(—1) (my—n)4my )5 - -

3. We continue shrinkage in the above manner as a Merkle tree until the length becomes m;, at which
point we take one more hash to get an output of length n, call it z. We output z.

This process gives us a family of hash functions based on H;:
Hy = {hs : {Oa 1}m2(n) - {0, 1}n}

Lemma 6. Hy is (7 - log, n)-sequential. This means that the sequential guarantee decays by a factor of
log(n).

Proof in [MMV13], lemma 3.9.

2.2.3 Combining collision-resistance with sequentiality
Let D be the distribution of documents. Let s & D. Suppose we have:

o CH = {hs:{0,1}™ — {0,1}"} which is a family of collision resistant hash functions.

e SH = {hs:{0,1}™ — {0,1}"2} which is a family of sequential functions.
Lemma 7. We can use CH and SH to construct a family of hash functions:

H = {hy : {0,1}™ — {0,1}m1H"2},

which is both collision-resistant and sequential w.r.t. s & p.



Proof. Here’s the construction: Let s be sampled the way described, so chs € CH and shs € SH. Then
hs(z) = chs(z) o shs(x) € H.

e Collision-resistant: suppose we find x # z’ such that shs(x) o chs(x) = shs(x') o chs(x’). Clearly, we
can take the first nq bits of the result and break the collision-resistance of ch.

e Sequentiality: suppose hg(z;) is a contiguous substring of ;1. Then, shs(z) which is a contiguous
substring of hg(x;) must in turn be a contiguous substring of z; ;. So if an adversary breaks H’s
sequentiality with non-negligible probability, it also breaks SH.

|

2.2.4 Fiat-Shamir heuristic

Definition 8 (Argument). A non-interactive proof system that has soundness and unambiguity properties
against computationally-bounded cheating prover strateqy P is called an argument.

Fiat-Shamir heuristic is one way to convert a protocol that has many rounds of interactions into an argument
with a single message. It is commonly phrased in the ROM with CRS, in which case the verifier’s challenges
are uniformly randomly sampled. Then, instead of receiving these messages from the verifier, the prover can
generate these challenges by hashing its transcript, using a strong hash function that the prover and the
verifier share.

Example 9. Suppose in ROM with CRS where the P first sends V «, and V sends its randomly sampled
challenge B, to which P has to respond v to convince the verifier.

Now, instead of the CRS, suppose both P and V share access to the same hash function h <— H. Then, the
prover can instead send a single message:

(@, h(a), 7).

Remark 10. Soundness of the Fiat-Shamir transformation has been disproved for contrived protocols, but
its soundness is not known when applied to a natural protocol.

3 IVC construction #1 in ROM unconditionally without unique-
ness [Val08§]

The common strategy to show rSVL® is HOA in ROM is by constructing proof systems that are incremen-
tally verifiable without blowing up the proof size + have uniqueness / computational ambiguity. So, before
constructions in sections |5 and |6 that are actually used to show rSVLY hardness, we see the preceding con-
struction by [Val0g].

The setting is for M to be compiled into M’ such that M’ outputs (¢;, 7;) at various time points where ¢; is
the configuration of M at i-th time and m; is the proof of its correctness (so that adversary M’ cannot just
output random stuff that cannot be verified). How to compile such that M’ uses about as much resource as
M? Consider t is exponential in k:

e Naive approach: M’ simulates M and records all the memory states of M, which is used to output a
proof for the correctness of ¢;. But this proof has a size of tk, so it will be tk-time and tk-space for the
verification of the proof. Both are exponential in k.

e The use of PCPs improves this process to poly-time in k for verification, but exponential time in & to
construct and transmit the proof.



e Computationally sound proofs further improves the length of the transmitted proof from exponential
to polynomial in k. But as it requires a time interval of at least ¢ between consecutive proofs, the
memory requirement is ¢ = exp(k).

Remark 11. This line of relaxation is meaningful, because a succinct proof that is unconditionally sound
would imply NP C CoNP, which is unlikely.

The goal is to not blow up the memory size in the context of CS proofs. This can be done if an efficient way of
merging two CS proofs of equal lengths into a single CS proof can be found such that the merged proof is short
and efficient to verify just like any of the two original proofs. It is not known if this ideal goal can be achieved,
but [Val08] showed this for CS proofs of knowledge (which is a variant of the original CS proofs). Intuitively,
it is a proof for “A is convinced that B has seen w such that R(x,w) = 17, rather than a proof for ”Jw such
that R(x,w) = 17. The problem is that, by the property of CS proofs, if x is false, a CS proof of z still exists.

Turns out the technical details below are to show that the following merged proof is possible: “A is convinced
that B probably has seen w such that R(x,w) = 1”. This is because proof of knowledge can be combined
such a way, and the proof is more along the line of “Prover A has seen a computationally sound proof that
Prover B has seen a witness w of z”. A bit more concretely, [Val0§|] uses ideas of typical ZK proofs of
knowledge to construct proofs, in the context of giving short, efficiently verifiable CS proofs (in contrast to
exact proofs) for each next time step, as compared to preserving privacy in the ZK context.

3.1 Where ROM fits?

Embedding proof systems does not allow what’s being proved to have access to the random oracle. Consider
an oracle-based prover-verifier system (PO, VO). But, instead of proving “M accepts this string within ¢
time steps...”, it is really proving “M© accepts this string within ¢ time steps...”, which is a statement about
classical computation anymore.

It is however possible to use ROM in other manners, as we will see later.

3.2 Outline

Sections — are some key results of [Val08]. In summary, [Val08] constructs a non-interactive computa-
tionally sound proof of knowledge (CS PoK) and uses it to construct a incrementally verifiable computation
scheme. Unlike previous proof systems, this new IVC proof system allows the following: efficient proving,
efficient verification, short proof size. [Val08|] shows that the CS PoK with the required parameters can be
constructed in ROM using a Merkle tree. In fact, its framework, which relies on a 3-tuple of (commitment
scheme, random challenge, opening scheme) for the prover to prove to the verifier, is seen in later works like
[CP18, [DLMT19, [EFKP20) (CHK " 19].

(Lack of uniqueness in prover strategy). The CS proof construction is inherently not unique because
it leverages randomness at multiple stages: the underlying witness-extractable PCP proof can be encoded in
various valid ways, and the use of a random oracle to generate random queries (which in turn determine the
Merkle tree commitment) ensures that even for the same NP witness, different proofs can be produced. This
lack of uniqueness is a problem when constructing rSVL instances, which is addressed through a different
constructions, namely the ones in [EFKP20, (CHK19].

3.3 Merging proofs

Definition 12 (L.). Let ¢ be a constant, the language L. consists of the ordered pairs (M, x), where M is
a Turing machine and x is a string such that, letting k = | M| we have:

o |z| = 3k.



o (Short witness + efficiently verifiable). Ja string w, with |w| = 3k, such that M (x,w) accepts within
time k°.

Easy to see that L. is NP-complete, with w being the witness for x of varying lengths.

Definition 13 (M : ; N s9)e M : 51 N so 18 a claim that simulating M starting from the configuration s,
for t time steps, the resulting configuration of M is sa.

Theorem 14. [t is computationally sound to prove the claim “M : sy N s2” by proving that x € L., where
r=“M: s BN s9”

3.3.1 Base case: A member of L. that proves one time step

Let © = (M, s1,82) so that |z| = 3k. Let w be a trivial placeholder, as it will never be used. Ty is a TM,
which is to do the following thing: it simulates M from configuration s; for one step, and check if it lands
in sy. By definition [12] (Ty, z) € L.

3.3.2 Inductive case: To generalize to a member of £, that proves increasingly many steps

Now, we extend the construction in section to proofs for longer steps. Firstly, we similarly have
(T3, 81, 82) € L. and (T}, s2, s3) € L., which denotes that T; simulates 2 steps from s; to get to sz, and from
So to get to s3. Clearly, 2° is not within k¢ time in general, so w will be useful here.

Definition 15 (Noninteractive CS proof of knowledge). (P,U) is a noninteractive CS proof of knowledge in
the CRS model with parameters K'(k) : Zt — ZT, c,c1,¢2 if P and U are TMs, such that for all machines
M, defining k = |M|, and for all string x of length 3k, there exists a witness w, such that the following
properties hold:

(Efficient prover). For any CRS r with |r| = k, the prover run time on M, xz,w,r is poly(k).

(Length shrinking). For any CRS r with |r| = k, the size of the proof, which is the output of the prover,
is k, i.e. |P(M,z,w,r)| = k.

(Efficient verification). For any CRS r with |r| = k, the verifier runtime on O(M,z,w,r), M,x,r is
at most k¢ 1.

(Completeness). For any CRS r with |r| = k, U(P(M,z,w,r), M,z,r) = 1, i.e. any proof that P
provides should be valid for U to accept on the very thing P proves (that said, this is not soundness).

(Knowledge extraction). Jca, a constant, such that YTM P',3a randomized TM Ep:, called the ex-
tractor, such that Vinput (M, z) with |(M,z)| = 4k,Vr with |r| = k, timep (M, z,r) < K'(k) and
Pr.[UP(M,z,r),M,z,r) =1] =a > 1/K’, we have

Priw < Ep/(M,z) : M(z,w) =1] > %

Furthermore, Ep/ (M, ) runes in k° /« times the expected runtime of P'(M,x,r).

In other words, the knowledge extractor is to produce a witness that will lead M to accept based on
(M, x), in some efficient runtime, with magjority probability.

Let p; and py be the CS proofs of knowledge that (T3, (M, s1, s2)) € L. and (T3, (M, s2,83)) € L., respectively.
So, by definition, if we let z = (M, $1, s3), w = (p1, P2, S2), and i, then w witnesses the fact that (T;41, z) € L.,
because verifier can use p; to efficiently verify (M, s1, s2) and po to efficiently verify (M, sa, s3). Therefore,
by definition, we can efficiently construct the CS proof of x = (M, s1, s3) by P(Tjt1,z,w,r;41), for some
ri+1 dependent on 3.

10



3.3.3 Computationally sound:

We prove the above construction, P(T;11, 2, w,7;+1), as a CS proof for (T;41,x) € L., is computationally
sound.

Definition 16 (Deceptive proof tuple). (z = (M, s1,82),p) is deceptive if p successfully convinces the verifier
that “(T;,x) € L.”, but Ty, z) € L.” is not true, i.e. after running M for 2° steps from configuration s
does not reach ss.

Lemma 17. Fora € (%, 1) and b € (2(2' + k), K'), if T; has the property that Bmachine that runs in time
b outputs deceptive ((M, s1,82),p) w.p. > % over random strings rq, . ..,7;, then no machine running in time

Sb/k outputs a deceptive pair for the machine Tiy1 w.p. > a over random strings ro, ..., Tip1.

Proof. Proof by induction. The base case: Since the verification for Tj is just running one step, that for T;
is just running two steps and check without having to do with w. So it should be true that there should be
deceptive proof.

The inductive case: Suppose P’ outputs a deceptive pair ((M, s, s3),p") for T;41 with probability « over
T0,...,Tiy1 in time $b/k*. Now consider the Ep/, which is guaranteed to exist by the knowledge extraction
condition of definition

1 . b
Priw <= Ep/(Tiy1,x) : M((M, s1,53),w)] > §,tzmeEP, < 3
7
Recall that this w is classical, for (Tj41, (M, s1,83)) as a member in L. We parse w as (p1, pa2, S2), such that
p1 or pg or both are deceptive proofs (with T and r; fixed). Since b time gives enough power to check 2 + k
operations, we simply run M on s; for 2" steps. If the result is not s,, then we know p; is deceptive. If the
result is so, then we know py is deceptive.

So within time, we recovered a deceptive pair for T; w.p. > % This contradicts with the assumption on the
property that T; satisifies. |

Corollary 18. Now, use this lemma, we let b start with K' in the first iteration. Then, for the first (i — 1)
iterations, we let a = % For the last iteration, let « = €. Fasy to check, at each step, the condition given in
the above lemma is satisfied. The final result would be a time of

K 1 ( € ) 2K’
(4k62)i—1 okc2 - (4kc2)2
Thus, if a machine runs for time (f;fg;i, then it will not output a deceptive pair for T; w.p. > €, over
70y ..., 7. In this case, the proof P(Tiy1,x,w,riy1) as a proof for (Tiy1,x) € L. is computationally sound.

3.4 Main theorem

Theorem 19. From noninteractive CS proof of knowledge (P,U, K’ c,c1,c2) to an incrementally verifiable
computation scheme (C,V, K)

This is the main theorem of [Val08]. First, we clarify what these tuples mean:
e Definition [15]| specified what each of the elements in the tuple means.
e We define IVC (C,V, K). Firstly, we define what a feasible compiler is:

Definition 20 (Feasible compiler). Let C(-,-) be a poly-time TM. C is a feasible compiler if 3a constant
¢ such that Vk > 0, and VM () such that |M| < k, C(M, k) is a Turing machine T(-), taking a CRS r
as an input, such that

11



— (Frequency) T is k°-incremental (each pair of neighboring time points it outputs something are
different by at most k€).

— (Space efficiency) spacer(r) = k°.
Definition 21 (IVC, (C,V, K)). (C,V) is said to be an IVC scheme with security K if C is a feasible
compiler, V is a poly-time verifier, and K(k) : ZT — ZT, such that the following peroperties hold: for
any TM M with |[M| < k, let the j-th output and proof of C(M, k) is written as (m;, ;) and let r with
|r| = k2 be the CRS string, then:

— (Correctness). The compiled machine respects the original machine. In particular, m; must be

the configuration of M(€),Vj, independent of r (Vr).
— (Completeness). The verifier V' accepts the proofs 7 : ¥r,V(M, j,m;, 7}, r) = 1.
— (Computational soundness). Y constant ¢ and Ymachine P’ such that, Vr with |r| = k2, P’ outputs

a triple (j,m, ") in time K, we have for sufficiently large k that

Pr[m #m; AV (M,j,m5, 77 r)=1] < k"

VRN
K must be super-polynomial for IVC scheme to be secure against poly-time adversaries.

Proof (main theorem).

e The construction is a complete binary tree, whose leaves are each of the memory configurations of M in
order (say, from left to right). Then, we use the nodes j levels above the leaves as proofs of knowledge
of recursive depth j (as such a node covers 27 consecutive configurations).

e Each of these nodes are recursively efficiently constructable from their children, since it only takes one
call to P that outputs a single proof for the parent node of two child nodes (later papers instantiated
a similar structure using Merkle tree). P by definition |15 takes poly-time.

e Then, we let C' be a depth-first traversal of the binary tree, starting at the leaf node that corresponds
to time 0, and visit the subsequent leaves in order. Here’s an illustration with post-order traversal:

uY
n§ ﬂf
oo A s AN o
[ ]

The leaves must be reached from left to right in order, and a path from root to that leave stored
in the stack is used as a proof of incremental correctness (recall for a DFS, you only need to store
nodes from a single root-to-leaf path in the stack at a time at most).

At each node, we use P to get a proof in poly(k) time, and the depth of the recursion is at most the
whole tree, which is k. So, a leaf is visited every poly(k) time, at which point the stack can be popped
to generate the proof for that leaf. So, it takes both poly(k) space and time. Pictorially,

12
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e (The construction in the previous point gives a CS proof). In the end, the stored proof
at the parent node is (M, s1, s2), where s; and sy are the children of the parent node, each proving
their respective time span of their children nodes on the extremes of their respective subtree. Then,
(M, s1, s2) proves knowledge that M starting from the left extreme of s; to the right extreme of s5 in
(ta — t1) steps. This prover process is sequential in the sense that leaves are proved from left to right,
so the proof of knowledge for some leaf on the right must have considered all proofs of knowledge for
nodes on the left.

e Given the binary tree from the above construction, C":

— An efficient verifier, V', can be constructed to check the correctness of individual proof of the

sequence of proofs from the leftmost leaf up to the root (only % of them) and also check if the
start and end configurations for each of these proofs match as claimed.

By corollary to ensure the probability that proofs accepted are deceptive, we set € = k~1°8%;

this is because each CS proof as described above takes less than £°2(%) time to construct (as they

are poly(k)). Then, plug this into corollary we are guaranteed negligible deceptive proofs for

2k~ 8k K’ 92 1 logk—cylogt frt
t W - Wk K .

How many steps does IVC run? It is executing C(M) and verify for O(t) times, each of the
verification takes k9. So, the total time is

running at mos

£ KO 4 kOW < Ot - Eloeh)),

DF'S recursion
prover runtime

Now, t is set to K, and we want it to be bounded by the number of steps given according to
corollary [I8] so

O(K . klogk) < 9] (k'7 log k—c2 logKK/) — Kleng+C2 log K < K/

suffices.

So, this (C,V, K) is a IVC scheme with negligible probability of producing a deceptive proof.

3.5 Constructing the required noninteractive CS PoK in ROM

Finally, a noninteractive CS PoK (see definition can be constructed by replacing the public-coind IP with
CRS access model, in definition by queries to a random oracle R instead. A FS transformation follows.

13



3.5.1 Witness-extractable PCPs
We modify the following aspects of a typical PCP so that it has the witness-extraction property:

e A PCP of proximity (PCPP) is used in conjunction with an error-correcting code to modify the
NP relation.

e The NP witness is padded (or encoded) so that any proof which passes a constant-query check with
high probability must be close to the encoding of a valid witness.

e An efficient extractor is then available to decode this proof and recover the NP witness.
These modifications ensure that any prover producing a valid CS proof indeed has seen a corresponding NP
witness.
3.5.2 CS proof construction via Merkle trees in ROM

This proof need to be short without losing the soundness guarantee (proof merging). It is done using a (Gen,
Commit, Open) tuple described as follows, a framework that will be seen again in later constructions.

1. (PCP proof generation). The prover computes a witness-extractable PCP proof from the NP
witness. This can be done efficiently using the construction in the proof of theorem

2. (Commitment scheme). This uses a Merkle tree with strong hash functions instantiated in ROM.

e The long PCP proof is divided into fixed-size chunks forming the leaves of a binary Merkle hash
tree.

e Internal nodes are computed by applying a hash function to pairs of child nodes.

e The root of this tree serves as a commitment to the entire PCP proof.

3. (Challenge scheme). The root is used as a seed for the random oracle to generate the randomness
needed to simulate the PCP verifier’s queries.

4. (Opening scheme). Instead of sending the full PCP proof, the prover transmits only the responses
corresponding to the random queries along with the Merkle verification paths. This significantly reduces
the proof length as desired.

3.5.3 Verification and knowledge extraction

Finally, we show efficient verification and soudness

e Verification: The verifier checks the Merkle paths and recomputes the random queries using the
random oracle.

e Knowledge extraction: An efficient, straight-line knowledge extractor simulates the prover and
logs all the random oracle queries made during proof generation. Using these queries, the
extractor reconstructs the Merkle tree and recovers the full PCP proof. The extractor then applies the
witness extraction algorithm from the witness-extractable PCP to retrieve the NP witness.

It is guaranteed that any prover who manages to produce a valid CS proof efficiently with high probability
must indeed possess a valid NP witness.
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4 Why is uniqueness / unambiguity useful?

It was noted that the construction in section [3] cannot directly be used to show rSVL hardness because
the prover’s strategy is not unique. The definition of rSVL (definition means that there are many false
positive solutions, such that, even though one can construct a hard instance on the main computation path
using the IVC idea, there could be another proof that also satisfies IVC that is actually easy to solve.

e Uniqueness means that the solution being sought for on the main computation path is the only solution.

e Incrementally unambiguous computation helps ensure the solution found is the sink on the main
computation line by associating each state with a proof. These proofs have the unambiguous soundness
property (unambiguity will be formally defined later, but it means prover must follow a particular
proof strategy for the verifier to accept w.h.p.) which guarantees that the verifier outputs 1 on nodes
outside of the main computation line with negligible probability, making it effectively intractable for
any adversary to find such a solution).

In the following two constructions, we summarize two different set of assumptions that lead to IVC con-
structions that are unambiguous / unique.

5 IVC construction #2 in ROM assuming #SAT-hardness with un-
ambiguity [CHK19]

This section is reviewing the progress made in [CHK™19]. What [CHK™19] really showed is a reduction
from #SAT to rSVL, which is in turn reduced to EoML, which is a problem contained in CLS (not known
to be complete). Note that the first reduction is sufficient by literature today, as it is well-established that
rSVL (SVL is a promise problem, not total) reduce to CLS.

The high-level intuition of the reduction from #SAT to rSVL is an IP that unambiguously proved the count
of satisfiable assignments of a SAT instance. The unambiguity will be used to imply that, either the false
positive solution in the resulting rSVL is intractable to find or Fiat-Shamir breaks. Then, assuming #SAT
is HOA, finding the sink is HOA. See section [5.3.2

Following that, by showing rSVL reduces to EoML € CLS, it is shown that either #SAT can’t be hard which
means all the collapses associated with that happen, or #SAT is hard implying CLS is hard on average.

In summary, the key assumptions are:

1. Fiat-Shamir heuristic is unambiguously sound for the sumcheck protocol relative to ROM. Theorem
B8l is an evidence to this end.

2. #SAT is hard. By the nature of this implication, with the assumption in the previous bullet point, if
CLS is not hard-on-average, then #SAT can be efficiently solved.

5.1 Interactive S-prefix sumcheck protocol for y = o f(Br, - Bz 20)

Zj+1,...,ZnEH

The idea is to show that the adaptive soundness of the non-interactive sum-check protocol applied to a
particular language Lg¢ (see definition implies adaptive unambiguous soundness for Lg¢ (see definition

1),
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5.1.1 Unambiguous interactive proof protocol

Definition 22 (I-round interactive proof systems). An interactive proofs protocol is a tuple (P,V) where P
is the deterministic prover and V is the probabilistic verifier. It runs for | rounds, and in each i € [l], P
sends a; € X% to V, who in turn sends a challenger B; € £ back to P. After | such interactions, V runs on
the view

(.’I}, (ﬁl? ey 61)7 (ala cee ,O[l))
to decide if it should accept. In the case of IP,

o Completeness: For x € L, V accepts with probability 1 if it interacts with P on x.

e Soundness: For x ¢ L, every cheating P can only convince V to accept with probability less than

S(fl)-

Definition 23 (Public-coin IP). An IP is made public coin if B; is uniformly sampled from ¥°. This goes
handy with Fiat-Shamir transformation to be made into non-interactive.

The following definition is slightly modified from the original definition by Reingold-Rothblum-Rothblum in
[RRR16], in the sense that the umambiguity is limited to only 2 € £. The goal of this definition is to further
restrict IP so that the P should only be a prescribed prover P that follows a certain proof strategy; if P fails
to do so then V should also not accept with high probability.

Definition 24 ((4, €)-unambiguously sound interactive proofs protocol). An IP (P,V) is (e, )-unambiguously
sound IP for L if

e Prescribed completeness: For x € {0,1}*, V oulputs L(x) (i.e. a single bit that indicates if v € L
or not) with probability 1 if it interacts with P on x.

e Soundness: For x ¢ L, every (computationally unbounded) cheating P can only convince V to accept
with probability less than 0(|z|).

o Unambiguity: For x € L, every (computationally unbounded) cheating prover P, every round i* € ]
and for every By, ..., Bi_1, if P first deviates from the protocol in round i*, i.e.

75(1;7/6.*7 (617 s 3/8’1',—1)) 7é P<7’7 7:*3 (/617 ) 67',—1))7
then, V should be run probabilistically over the coin tosses in rounds i*,...,l, and then accepts with

probability < e(|x|).

5.2 Explicit construction of an unambiguously sound IP for a particular lan-
guage

Definition 25 (Lg¢). Lsc is a language defined over tuples of the form
(F’ya f’ 617 .o 7ﬁjadj+laﬁj+1a R 7dj+i)7
where i, € {0,...,n} and i + j < n, such that

o Ifi=j =0, then the tuple is just (F,y, f), which is the standard input for the sumcheck protocol,
which is in Lgo = Zz1 aoerf (21, ) =y

.....

e Forj >0 and i =0, then the tuple is (F,y, f,B1,...,0B;), which is in Lsc <=

Z f(ﬂ17...,ﬁj,2j+1,...,zn):y.

Zj+15-,2n €F
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o For general j and i > 1, the tuple is of the general form, which is

(Fvya fa 517 cee 7ﬂj7 ON‘j—!—17ﬂj+27 cee 75‘j+i)~
It is in Lsc <= 0 y; 1s consistent with the prescribed prover’s final answer, given:

— the prefizes: 31,...,05;, and
— the challenges by the verifier: Bji1,...,Bj+i—1.

Remark 26. FEssentially, we are using Lgc as the language to be proved in the sumcheck protocol, and what
the sumcheck protocol does is reducing the proof of a tuple being in Lsc to the proof of a longer tuple being
in Lsc. (The presented protocol is to use (F,y, f,B1,...,5n) € Lsc as a proof to show (F,y, f,1,...,5;) €
Esc,Vj < ’I”L)

Claim 27. If the sumcheck protocol is an adaptively sound argument system for the language Lsc,
then it is also an adaptively unambiguously sound argument system for Lsc

Theorem 28. Let f : F* — F be an n-variate polynomial of degree at most d < |F| in each variable. We have

a sumcheck protocol that is a (d(TF_lj)> -unambiguously sound IP for prefived Lsc, i.e. consider deﬁnition

with the following changes:

o L = prefized-Lsc, which means we use the second case of definition [25, and we check

Z f(617"‘7ﬁj72j+13'“7zn):y'

Zj41,..,2n EF

In particular, it is to decide if the given (f,y, 5_') belongs to £Sc(f,y,ﬁ, 0)

e Relaz the checking to H C F, i.e.

Z f(ﬁl,...,ﬁj,zj+1,...,zn):y.

So, a tuple is a member of Lsc if the above inequality holds, not a member otherwise.

o Let d(n) = d(TF_‘j).

o Let e(n) = d(TFTj). Since 6 = €, we simplified the notation to just (d(TFTj))—unambiguously sound IP

as stated in the theorem.

Proof. We first define sumcheck protocol in the context of the specific language, Ls¢c, we have here.

Definition 29 (Sumcheck protocol (for Ls¢)). Recall H CF and § = (B4, ... . B;) is prefix fived up to the
current round of interaction, then a round of an prefived sumcheck protocol interactions is the following:
iterate through i € [j + 1,n]

1. Psc, the prover of Lsc membership, first computes

gl(x) = Z f(ﬂlw"7ﬁi71amuzi+17"-7zn)-

Zi41,-,2n €H

Then, Psc can evaluate g;(x) at any (d + 1) points to commit to Vsc this computed polynomial.
WLOG, let g; compute the first (d+ 1) elements of F, and let the values be

{g:(7)} -
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2. Upon the reception of these (d + 1) values at the first (d+ 1) points of the field, Vs interpolates the
degree-d polynomial uniquely; let this interpolated polynomial be g;. Then, it does two things:

(a) Vsc holds the current sum based on the previous round’s challenge (will show how that is computed
for the current round neat), so it first checks if the current interpolated polynomial agrees with

that expected value:
? -
Yi-1 = Zgi(l“)-
zcH
If not, Vsc rejects here.

(b) If Vs didn't reject from the inconsistency, then it now randomly samples a new challenge 8; €g F
(the fact that this challenge is uniformly randomly sampled is important for this
protocol to be made non-interactive in ROM using the Fiat-Shamir heuristic), and sets

vi = Gi(Bi),
and sends 3; to Psc.

By the end, Vsc checks if y, z f(B1,-..,Bn). Vsc accepts if the equality holds; rejects otherwise.
Now, we show that this described protocol is a (CZ(TT_Ij))unambiguously sound IP for prefixed Lg¢:

e Prescribed completeness: By the construction, given y and f, we compute series of g; from i = j+1
up to n, and accept only if the final ¥, is as expected, which happens only if the original sum is y.
So, the final decision of membership is guaranteed to be correct if the sumcheck protocol is followed
exactly.

° d(’ﬁ;lj )_soundness: Let f :F™ — F be an arbitrary polynomial with degree < d in each variable such

that
Z (21, 2n) £ Y.

2140 y2n €H

Suppose to the contrary that there is such a P that can make the sumcheck protocol accept with

probability greater than
dn

m.
Let
— S be the event that (P(f,y,0),V(f,y,0)) is accepted by the sumcheck protocol,.
— A; be the event that

gz(x) = Z f(ﬁl,...,ﬂi,1,$,zi+1,...,2n).

Zi+17“-:zn€H

We first note that Pr[S | A1 A...AA,] =0, because, with the conditional, the sumcheck protocol must
have been followed entirely (maybe prover can do additional things, but the V already acquires all the
necessary information for it to decide, and it can just ignore the additional information from P), by
prescribed completeness Vso must eventually reject.

We draw the contradiction using the assumption that Pr[S] > %, by inductively adding in the

conditional and getting

d
Pr[S|A1/\-~-/\An}ZS—ﬁ>O.
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1. (Base case). We show that
d

Pr[S| Ay > s— —
||

Here’s how: we first have
s =Pr[S] =Pr[S | A,] + Pr[S | ~4,],
where, by the Schwartz-Zippel lemma, which states that two distinct polynomials with degree > d

over F can meet in at most d points,

Pr[S|-4,] < —.
5 1~4.] <

In more details, this is because, in the event of “-A,”,

gn(x) # f(B1,-- ., Bn-1,1),

which means the interpolated function is a different function from f. To have the protocol accept,

Pr[S | jAn] = PI[Z gn(.%') =Yn—1NYn = gn(ﬁn)] < Pr[yn = gn(ﬁn)]a
zeH

which is the probability that the final random challenge V¢ selects turns out to be where g,, and
f meet, which happens at at most d points, so

Pr(S | 4n] < Prlyn = gn(Bn)] < .

So,
s = Pr[S] = Pr[S | A,] + Pr[S | ~A,] < Pr[S | A,] + I%\ — Pr[S|A,]>s— %.
2. (Induction). This is for the exact same reason but for the selection of a different value. In
particular:
Pr[S | ~(Aj_1)AA A . .AA,] < Pr[B;—1 € {the < d points where distinct g;_1 and f meet}] < d.
So, with the inductive assumption that
—7+1
Pr[S | AjA. . AAp] = Pr[S | ~(A;_1)AAjA. . AAL+PI[S | Aj_1AAA. .. AAL] > S_W
— i+ 1)d —j+1d d
— Pr[S | Aj_iAAA. . AAL] > s(nl‘%r)Pr[S | (A )AAA. . AAL] > SWW’

which indeed gives us

(-1 1
Pr[S|Aj71/\Aj/\.../\An]23—(n G-D+1d

||
Thus, by the conditional reaching j, we have
(n—1+1)d nd nd nd
Pr[S|A;jA-- ANA]>2s————=5—— > — —-—=0,
’ || || |F| |F|
~
assumption
S0 s < %, proving the soundness with this parameter. (Proof follows similarly, where instead of j = n,

it is some j in the middle, to give us s < ("I?Fj“)d.)
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° (("m)d-unambiguity). Suppose f is correctly defined (i.e. the correct case, with d, F, y, all defined

regularly, with

Z f(z1,. 0 2n) = ).

21,000,220 €H

Further, let i* be the first time step where P does something different from the honest P, so

9i(x) = §i(w), Vi <% gi () # Gix ().
For the rounds of interactions after i*, we have the following claim:
Claim 30. Fori € [i*,n— 1] and B4+, ...,Bi—1 € F and suppose g; £ G;. Then,
d

Pr [Vsc rejectsV g; i >1——.
BiGRH[ sc T€j Jiv1 # gz+1] = |]F|

Proof (claim). By Schwartz-Zippel lemma again, with probability at least (1— %) the uniformly chosen
B; leads to
9:(Bi) # 9i(Bs)-
In this, if further g;11 = g;+1, then the following must be true
D Gini(@) =Y gina(@) = 6i(B8) # 5:(B3) = vi,
zeH zeH
so Vso will necessarily reject when checking
th‘ﬂ(x) = Yi-
xzeH
|

In other words, the above fails to reject with probability < %, which means, overall ¢ € [i*,n — 1], the
probability of rejecting somewhere in between these steps is, by a simple union bound on the above failure
probability,

. [[i*,n —1]|d 1 (n— l)d.

B || - ||
Furthermore, applying Schwartz-Zippel again on the last case, which is where g,, Z g, but the choice of 3,
somehow is one of the < d points where

- d
Pr[gn(ﬂn) = gn(ﬁn)] < mv

s0, also union bounding the above failure probability with this failure probability at the last step, we have
n

Pr[Vsc accepts, incorrectly] < m

(Proof follows similarly, for up to j, instead of n, then this factor would become < % as the above proof
was taking over the union bound anyways.) |

Remark 31. Note that if j = 0, then just run the sumcheck protocol in deﬁnition in its fullness, i.e. i
should loop from 1 ton. If j > 0, then it is just run partially, with prefix 8 already specified and T is the
transcription already done so far starting fromi=j+1, i.e.

—

B= B Bi)i T = (Qyg1, Bjss -5 jig)-
In this case, the protocol is
(Psc(y. f.B.7). Vsc(y, £, 5, 7)).
This protocol analogously follows from the proof for theorem that it is %—unambiguously sound IP
system for Lsc.
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5.3 #SAT < rSVL
5.3.1 Arithmetization of SAT

To use theorem on solving #SAT, we first review how to translate a SAT formula into a low-degree
polynomial.

e SAT < 3SAT using the standard trick of splitting classes by introducing new variables. Since the size
of the largest clause is constant, the number of new variables and clauses introduced will only lead to
a constant factor blow-up of the original formula.

e 3SAT < 3SAT-4, where 3SAT-4 means each variable appears in at most 4 clauses (this corresponds
to the degree of the final polynomial, so it is colloquially called a degree of the SAT formula too).
Suppose some variable x; is in more than 4 clauses. Then, create a new variable 2, and then associate
the two as (—x; V 24) A (x; V —x), which is the same as x; <= 1z}, and then distribute the original
occurrences of z; into x; and the new ) as evenly as possible. So, the occurrence of each is at most
[5]+2 < n for n >4 (the edge case of 5, we create the “ <= " relationship between three variables
at once).

e 3SAT-4 < a low-degree polynomial. This is done by arithmetization, using the following translations:
— (AND).aAb+—a-b.
— (NOT). —a— (1-0)
— (OR).aVb—1—(1—a)(1—-0).

Clearly, if any variable occurs at most 4 times, the degree on each variable is at most 4. Thus, the
final polynomial has a low degree.

5.3.2 The reduction (set-up and statement)

Firstly, let’s start with a Boolean formula. By section this Boolean formula can WLOG be thought
of as the a n-variate polynomial function of degree d (low degree). The goal is to construct a hard rSVL
assuming that counting the number of satisfiable assignments of such a Boolean formula is hard on average,
and the approach is using sumcheck protocol that is made non-interactive by using Fiat-Shamir heuristic

that is considered secure in ROM (section [2.2.4)).

Let’s then recall the definition of an rSVL (which stands for the relaxed SVL). Before that, we first define
the regular SVL.

Definition 32 (Sink-of-Verifiable-Line (SVL)). An SVL problem is a 4-tuple (S,V,T,vg), each of which are
defined as follows:

e vg is the given starting point of the computation; it can also be thought of as a special source node of
a directed graph.

o T marks the total number of time steps. For a non-trivial SVL instance (as is typical for TENP), T is
superpolynomial, and usually 2. Here, we let it generally be T € [2"].

e S :{0,1}" — {0,1}™, which is the successor circuit. That is, it takes the label of a node as input,
which is a n-bitstring, and then output the next node.

o V:{0,1}" x [T] = {0,1}, which is the verification circuit. What it does is the following: it takes a
node and a number that represents the current time step as the inputs. It is promised that

V(v,i) =1 <= S'(vg) = v.
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The goal is to find a v € {0,1}" such that V(v,T) =1 (i.e. av such that ST (vy) =v).

Remark 33. SVL would be an instance of a promise problem, since not all possible V is honestly imple-
mented. We make SVL a total problem by introducing another rejection condition in rSVL.

Definition 34 (Relaxed SVL (rSVL)). rSVL has exactly the same set-up as SVL, except that, in addition to
accepting a v where V(v,T) =1 as a solution, it also accepts a solution for the false positive (i.e. to testify
that V' is incorrectly implemented). Thus, either of the following is a solution:

o Sink: v € {0,1}" such that V(v,T) = 1.
e False positive: A pair (v,i) € {0,1} x [2"] such that V (v,i) = 1 but S*(vg) # v.

With the arbitrary degree-d n-variate polynomials we started with, we build the following instance of rSVL
based on an unambiguously sound non-interactive sumcheck protocol for proving the count of #SAT. The
main line of computation of the rSVL instance is a line that:

e Starts at vg = (0™, f(0™),0).
e Let T'= 2", so the line of computation ends at (2", yon, wan ).
e Successor circuit S: see section [5.3.3]

e Verification circuit V: see section [5.3.4]

5.3.3 The successor circuit, S =5,

This construction is leveraging the properties of a particular sumcheck protocol construction proved in the
section that culminates to theorem [28] then this suncheck protocol is made non-interactive using Fiat-Shamir
transformation as summarized in section m (see remark .

The construction is recursive, and as such we describe what the base case Sy does and how S,_;41 is
constructed form S,,_;. Ultimately, S, is constructed to represent the successor circuit. At each level of the
construction, it takes the following inputs:

(57 svt_:tran> ’

where

o 3= (Bi,-..,Bj—1) € Fi~1 is prefix for the sumcheck protocol. In particular, out of the n variables of
the Boolean formula we started with, the first (j — 1) variables are fixed.

e s; € F* is a state, that is a set of pairs of prefix sums and their proofs, i.e. s; = {(y1,71), (y2,72),...}.
notice that this list of proofs and partial sum y; only goes up to n, so the size is polynomial (we can
write the sum y € [0,2"] in n bits in binary).

ot = (t1,...,t;) € [d+1]5"7*! is an index. In short, it represents the location of a node on the
(d+ 2)-ary graph from unwinding the recursion construction (will show why this “d 4 2” is the case in
the induction below), if all the nodes are ordered by when they are last visited by the DF'S traversal.

e tran: the transcription of the execution of the sumcheck protocol so far.
With these input, we describe what each level of the recursion does from the output of the previous level:

e (Base case). S is the base case. As such, it has nothing to trace downward using ¢, and it should not
have any transcript (as the sumcheck protocol should just be started), which means it takes (3, s, (), 0)
as the input. This should only be accepted <=

y = f(B).
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e (Induction). Given S, _;, we construct S,_j;1. S,—j4+1 can be constructed by making (d+2) queries
to Sn—;, where

1. The first (d 4+ 1) queries compute the values of g,,—; on (d + 1) values, and as g,,—; would have
degree at most d, these points are enough to interpolate the polynomial.

2. Then, with another query to S,,_;, we compute the value for the challenge input and check if

?
Yn—j = Gn—j (Bn—j)-

If this equality holds, then append a proof and this partial sum to the existing proof, which makes
the proof

((71—17:[/1)7 ceey (Wn*jvynfj))v

now.

The way this is defined recursively on S, _; (ﬁ,s,ﬁtran) for S,_j;1 is the following in
particular:
— If t = ¢, that means the index is pointing at the root, which means it is at the final state. If s,

which records the proof, is set, then return s (this is the sink of the circuit described, as we are
making s the successor of itself).

— If t = d + 1, then sufficient information is acquired to compute {g,_; (*y)}gzo, so merge these

proofs and the next state is the final state of (S,—j,V,—;). So, return {g,_;(7)}2_y, appended
to Td+1-

— The rest is for the case t < d. Then, we look at the sub-state execution, starting from the substate
pointed to by t1. So we pay attention to the proofs truncated up to t; by computing the sub-state

t1—1

s’ = {(yy, ™)

and move on to the index stemming from s’, which is just
= (ta,...,1).

Intuitively, this is restarting the computation from the last, ¢1-th, sub-state of the current state.

x Ift =dort; =d+1 (i.e. the last execution before the final state execution):

1. tran should be initialized if it has not been. It should be the sum of currently interpolated
polynomial evaluated at 0 and 1 and with the prefix:

tran = (F,y0 + y1, [, ).

2. If tran exists, then we append {yw}ff;ol to it.

3. Finally, we prepare the challenge for the final proof merging step (since the next step would
reach (d + 2)-th execution), where the challenge input is computed non-interactively

o = h(tran).

This o should also be appended to tran.

4. Finally, initialize (d + 2)-th sub-state for the next round which is to compute the final
sub-state. The next sub-state should be

s = Sn,j((g, o), 1, s tran),

where the prefix vector is appended by the new challenge . Append {(y-, 7T.y)}£1y:0 to s’
which in turn updates s, and so return.
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x If neither ¢t = d nor t; = d + 1, so we are not yet one step before the last execution of the
(d + 1)-th sub-state of the current state, so we should continue the computation (below just
the sub-state of the current state):

1. If ¢1-th state is final, then we initialize (¢; + 1)-th sub-state. by appending {(y,7)}
to S, ((B,t1 +1),60,0).

2. If t;-th state is non-final, then we continue the ¢;-th sub-state. by appending {(y~,7)}
to S,_;((B,t1),1,5,0).

t1
v=0

t1—1
=0

What S = S,, does? It keeps track of the recursive computation in the DFS order of the unwinded recursion
tree, a perfect (d + 2)-ary tree. Every application of S is to further this computation by one step, which
is equivalent to moving one step according to the DF'S traversal. Intuition: the order of computation as
unpacked above should be in the following order of the unwound recursion tree:

Concretely, the main computation line described by S is

(Onv 31)7 (Onillv 52)7 (Onilv 33)7 (0n7210’ 84), (Onillla 55)7 ceey (13 ST—l)v (Ga ST)?

where each of these nodes are (£, s;), where s; is the i-th vertex on the recursion tree by the DFS traversal
order that ¢ should point to.

Remark 35. Efficient runtime: Note that Sy consists of trivial computations, so |So| = poly(n). Then,

|Sn—j+1| < |Sn—j| + poly(n),

as Sp—jy1 sequentially calls S,_; for (d+2) many times, plus efficient operations like appending etc. Thus,

the final

|Sn| = poly(n),

which means the circuit is efficiently computable.

Memory and proof size: The following can be found by solving the recursion and realizing that M(0) =
P(0) = log(p) where p = |F|:

o Memory size bound: M(n) < (d+ 1)nlog(p).

e Proof size bound: P(n) < (d+ 1)nlog(p).

5.3.4 The verification circuit, V =V,

Given a node (t, s;), what the verification circuit does, intuitively, is simply checking if the i-th index of the
unwound recursion tree in the DFS order is indeed the vertex pointed to by #. To catch this intuition, the
recursive construction of V' = V,, based on V; all the way down to ¢ = 0 is reciprocal of the construction for
S. Here is a sketch of how this verification circuit is recursively built:

e Inputs: § € F/~1, i’ [0,d + 1]S"9+1 s as a set of pairs of prefix sums and proofs, and tran. These
are exactly the same as that of constructing Sy, ;41.
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o If we reach the base case where Vo(3, ¢, {(y,0)},0), then the verifier should accept < y = f(J).
(Note that the reason why the proof for this y here is just # because a direct computation can be done
efficiently.)

e If it’s not the base case, we should be able to construct V,,_; 1 efficiently from V;,_; (E,E s, tran):

1. If t = ¢, then we are at the root, meaning that it is the final state of V,,_;y1, which means we
should return

=,

b+ VSF((yﬂfaﬁ)vﬂ-G)'

2. If not, then we are in an intermediate state, in which case we need to make queries to V;,—; to
verify all final sub-states of the root, i.e. checking

Vn—j((ﬁa ’7)76(?47?71-"/)’ (Z))?

for all v € [0,¢; — 1]. Reject if any of these queries reject, and ¢; is bounded by d + 1.

— Note that in this case, sub-states are only final to the indexed ¢;, which is why we verify
computations up to (t; — 1).

— For the t;-th sub-state, we need to decide what that state is, and it should be the first ¢;
partial sums and proofs from s, i.e.

s’ = {(y'yvﬂ"v)}i,l;ol-
Similarly, ¢’ should start at after ¢y, i.e.
t' = (ta,...,t).
3. Now, if t; = d + 1, i.e. right before the final state, then we should do the following:
(a) Make sure tran is initialized and is
tran = (F,yo + v1, f, B).

(b) Update this transcript by appending
{y’y}fiyzo-

(c) This is the special step, which is including the challenge point as an extra part of the proof
(again, as part of the sumcheck protocol). This is done by

o = h(tran),

and append o to tran.

(d) Make a final, (d + 2)-th query to the V;,_; circuit, which is to confirm the challenge value is
as expected. If V;,_; rejects, V,,_ ;11 rejects.

4. Finally, if t; < d+ 1, no need for transcript as there is no need to come up with the challenge yet,
so we simply verify if the sub-state information is valid by sumcheck protocol, i.e. checking

Vn*j((ﬁv tl)a t_;v 517 (Z))
Rject if V,,_; rejects.
If no rejection happens by the end, V,,_; 1 should accept.

Then, V =V,,. For the size of the verification circuit and its efficiency for the sake of a valid rSVL instance,
the argument is analogous to that in remark
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5.3.5 Hardness of this rSVL instance

To finish off this proof, we still need to show the above constructed instance satisfies the following properties
to make it a hard rSVL instance:

Theorem 36. For security parameter n, fix a finite field F of sufficiently large p (e.g. O(2™)). Let f be an
n-variate polynomial over F of individual degree < d. Pick a hash function h uniformly at random from a
family of cryptographic hash functions H. Let

S = Spn: {0, 13 = {0, 13 and V := Vi : {0, 13 x [T] — {0,1}M.

(Note this is the same construction as above (Sy, Vy). We just encode in the circuit what h we use to sample
challenges and what polynomial f we are proving the sumcheck protocol on. As such, the construction and
the polynomial computability of Sy, and Vi, follow from above). Let A be an arbitrary adversary that solves
instances from

{(Sa ‘/3 (Ona f(on)a 0)7 T)}nGN
in polynomial T 4. Let N'(n) be non-negligible. A must do one of the following:

e (Finding a solution on the main computation line is hard) Find the correct Zzl,...,zné{o,l} flz,...

in time O(T4) w.p. > N.

e (Finding a solution off the main computation path is intractable) Break unambiguous sound-

ness of the non-interactive sumcheck protocol with probability > ﬁ

Proof. The proof is simply realizing that each of these two cases correspond to the two types of solutions
listed in definition 341 [ |
Theorem 37. In ROM, #SAT < rSVL.

Proof. In ROM, we can assume that Fiat-Shamir heuristic is unambiguously sound for the sumcheck protocol
from theorem [28] This is because we have a family of ideal hash functions H that the sumcheck protocol
from theorem [28] can be made unambiguously sound as claimed for Lgc, as was shown.

We use this conclusion to show that the second type of solution as described in theorem is impossible.
Suppose f is a low-degree polynomial with an arbitrary SAT formula underlying it (it is WLOG a 3SAT-4
formula), and then we run the sumcheck protocol on it. Suppose to the contrary that v is the false positive
solution found, and it is

v = (t’ {(g17ﬁ1)7 R (gly ﬂ'l)})§ V<U7i) =1, Si(<0n, f(on)a QD) 7& v.

Suppose the following be the real solution that happens after applying S on the starting state for ¢ times:

vi = (6 (1, m)s -, (W, m)})-

e (Either soundness or unambiguity must be violated). In the case that neither the soundness
nor the unambiguity were broken, we show that it must be the case that v; = v, by inducting on the
following equality: (9:, ;) = (yi, ™).

— (Base case). The base case is trivial, as only the same summing procedure happened in both
cases, as we assume soundness and unambiguity/

— (Induction). Now suppose that (§;,7;) = (yi,m;) for i € [k — 1]. Firstly S = S must be
correctly computed, as, by the inductive hypothesis, the hash of the transcript up to this point
must be the same (violating this would be caught by the verifier). Then, since soundness and
unambiguity are assumed, it must be the case that

(k> Tr) = (Y> Th)-
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Thus, it cannot be the case that S*((0™, £(0™),0)) # v if both soundness and unambiguity are preserved.

e (Consequences of lack of either soundness or unambiguity). As a result of the violation as
described, 3k’ € [1,1] such that at least one of the following things would happen:

— (Incorrect solution is accepted).

VFS((gk’7f7gk’)aﬁ—k’):13 but Z f(gk’7zjk/+1a"'azn)%gk“

zjk/+17~-7zne{071}

— (Prescribed proof strategy is not followed).

Vis((Grrs £ Br), Trr) = 1, but T # Prg(Gars £ Brr)-

Thus, we construct A’ that breaks either the soundness or the unambiguity of the underlying Fiat-
Shamir heuristic on the sumcheck protocol for Lgc (consequently contradicting theorem :

1. In the process of running, A’ randomly samples &' < [1,1].

2. Return, instead, the following R
((f, Bk’agk’)77}k’)7
so that teh rest of the protocol follows what A would do.

If &’ is the correct guess by A’, then A’ can just follow the rest of A to succeed (and there may or may
not be other cases where A’ succeeds without guessing k' correctly):

Pr[ A" succeeds| > Pr[A succeeds| - Pr[k’ is a correct guess | A’ succeeds]

>N >1
LN
“(d+1)-n

where the second inequality follows that M (n) has at most (d + 1) - n tuples of proofs (y;,7;), so the
probability of choosing the right &’ given A’ succeeds is

1 S 1

I = (d+1)-n

But such a A’ violates theorem [28| for the underlying procedure, so its existence must not be the case, and
so A cannot be finding the second-case solution (a solution not on the main computation line).

Thus, all there is left for such an A to exist is to solve the case one solution, which is finding a solution on
the main computation line of

(S, V, (0", £(0"),0),2"),
which would in turn solve the #SAT instance underlying f. That is, solving this constructed rSVL in ROM
solves #SAT. ]

5.4 rSVL < EoML and EoML € CLS

Now that #SAT < rSVL in ROM assuming Fiat-Shamir heuristic being unambiguously sound, we show it
to be in CLS. Since there are not very directly relevant to this literature, we only give a high-level idea.

Definition 38 (End-of-Metered-Line, EoML). It is a tuple of three circuits (S, P, M) where:
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e S is the successor circuit just like an rSVL instance.
e P is the predecessor circuit that is supposed to reverse what S does.
o M :{0,1}" — [0,2"] is the meter circuit.
Given 0™, a source node, such that M(0™) =1 and P(0™) = 0" # S(0™), want to find one of the following:

o End of line: P(S(v)) # v or S(P(v)) # v # 0™ (this is the same as what EoL would search for without
considering the new M at all).

e Fulse source: v # 0™ and M(v) = 1. Source in the sense that meter says it’s a starting point.
e Miscount: Either M(v) >0 but M(S(v)) — M(v) # 1, or M(v) > 1 but M(v) — M(P(v)) # 1.
Lemma 39. rSVL < EoML.

Proof. Tt is the same idea as how SVL is reduced to EoML, which is by pebbling games. Pebbling game is a
game where a pebble can only be put down on the i-th position if there is a pebble on the (i — 1)-th position.
Pebbling game is to show that [ pebbles are enough to put up to the (2! — 1)-th position. The proof for this
fact is a simple induction.

What does this do? Let’s first inspect the reduction from SVL to EoML. Clearly, it would be sufficient
already if we let the label of the EOML vertices keep track of the entire history of the previous steps on the
SVL line, then it will obviously know how to compute the P circuit as well as the M circuit (just go to the
previous step on the record for P or count and check for M), while keeping the S circuit the same. Issue is
this is inefficient on an exponentially sized graph, so such a labeling needs to be and can be simplified using
the idea of pebbling game. In more details: let (S, V,T,0™) be any rSVL instance, we construct the following
instance of EoML = (S, P’, M’) (can be efficiently done starting from 0™ at every step):

e The starting node of EoML is 0™ by default, and it is labeled by §) in rSVL.

e Progressively from this 0", every step we take, say we end up at (v, i) at the succeeding step, we label
(v,7) by {(vi,,i5)};—o where I <logy(T), because v; is a vertex on a position with pebble in them by
the pebbling game at the current step (and ¢; is it’s position). Note that these should only be valid if
V(vi;,i;) = 1 for all these j’s, otherwise (v,4) should be a self-loop now, as it would be a solution for
rSVL. This gives S’. We make all other instances not reachable this way self-loops.

e P’ circuit can be constructed by using the labels at a vertex to reverse the pebbling game to acquire
the previous state.

e )M’ can be constructed by using the label configuration to derive which step in the pebbling game the
current vertex is at. (By this point is sufficient for the reduction from SVL, but we need to consider
the additional false positive solutions for rSVL).

We analyze this reduction further to see why (S’, P/, M") can work as a rSVL instance:

1. Every vertex is labeled by {(v;;,4;) 3-20 where | < log,(T) (or they are self loops). This is directly
from construction.

2. Every vertex that is not a self-loop, we know that all tuples in their label, (v;;,i;), are such that
V(’Uij 5 ’ij) =1.

This is directly from construction.
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3. All vertices on the main computation line must have labels that have
(Uv Z)7 Si(UO) =v.

As long as u is not a self loop, it must have valid pebbling configurations (just because if it is not then
we already made it a self loop). Thus, every predecessor and successor of every node on the main line
of computation must adjust their pebbling configuration for their labels correctly.

Finally, we show the solutions found in EoML are solutions in the original rSVL: Let u be a solution for the
EoML instance. It either successfully reach the end of the original line of computation in rSVL correctly after
T steps with the correct pebbling configurations all the way through, or it is a self loop due to it’s original
instance in rSVL either was a self-loop to start with or violated the validity of V' (point 2 above means that
there exists a vertex in the label of u that is either the true sink (V(v,T) = 1) or a false positive; if it is
a false positive then it must be off of the main line, which, by points 2 and 3 above, a false positive exists
in its labels, which is poly-sized, so we can randomly choose one from the label and we will succeed with
non-negligible probability). |

Proposition 40. EoML € CLS. This introduction, along with the definition of EoML, is shown in [HY20)].

5.5 Highlights

As section pointed out, the line of work building up to PoSW raised a big open problem of unique-
ness of proof procedures like IVC and PoSW. What [CHK™19] is able to show is, instead of constructing
a proof process with such uniqueness, showing that computational uniqueness (unambiguity) is sufficient
for constructing TFNP subclass average-case hardness. Such a proof procedure is called the incremental
unambiguous computation. The very next section shows an alternative look on this, which is where the
uniqueness of proofs like IVC and PoSW are attempted.

6 IVC construction #3 in ROM assuming iterated squaring is hard
and inherent sequentiality (in turn factoring must be hard) with
uniqueness [EFKP20]

Unlike [BG20] which uses the computational uniqueness in IVC to construct a hard instance of PLS instead
of solving the stated lack of uniqueness problem of IVC / PoSW (or in this line of work in general; see
section for more about this open problem), [EFKP20] with its cVDF has a similar intention as iPoSW,
but is actually targeted at solving the uniqueness problem (uniqueness is targeted at constructing a random
beacon, but fits into the IVC with uniqueness needed for rSVL). Naturally, due to the similar requirements
of a cVDF, it can also be used to construct hard instances of TFNP subclasses.

Note that by continuous, [EFKP20] means the same capability as the goal of an incrementally verifiable
proof (i.e. a VDF whose computation can be computed from an arbitrary starting point in the middle of a
full computation and ensure the same overall property). In other words, it can be more familiarly described
as an incremental VDF in our context.

6.1 Verifiable, sequential and iteratively sequential functions

Definition 41 (B-sound verifiable functions). Let B : N — N. A B-sound verifiable function is a tuple of
algorithms (Gen, Eval, Verify) where Gen is PPT, Eval is deterministic, and Verify is deterministic poly-time.
The following properties are satisfied:

e Perfect completeness. Y\ € N,pp € Gen(1*),x € {0,1}*, it holds that

Verify(l’\,pp,x, Eval(l)‘7pp7 r)) =1
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e B-soundness. YV poly(B()\))-sized circuit family {Ax}ren, 3 a negligible negl such that VA € N it
holds that

Pr Verify(1*, pp, z,y) = 1 and Eval(1*, pp, = < negl(\).
pp%Gen(l*)y(xvy)FAx(pp)[ y(A%pp.2,y) (1%, pp )#y} gl(A)

In other words, B-sound verifiable function is one where verification of the function’s output can be done
efficiently with completeness, but any family of circuits with size up to poly(B(X)) has to either fine the
correct y consistent with Eval or verification will fail with very high probability if the y that the adversary
provides is inconsistent with Eval.

Definition 42 (Sequential function). Let D, B,l : N — N and lete € (0,1). A (D, B, 1, €)-sequential function
is a tuple (Gen,Sample, Eval) where Gen and Sample are PPT and Eval is deterministic, and the following
properties hold:

e Honest evaluation. Let {Cy }x en be a uniform circuit family where Cy ; computes Eval(1*,-, (-, 1)).
For sufficiently large A € N and D(X) <t < B(X), we have

depth(Cy¢) =t - I(A), width(C ¢) € poly(|x|).

e Sequentiality. For any non-uniformly family of poly(B(X))-sized circuits Ag = { Ao x}aen, Inegl, VA €
N, such that, if we sample pp < Gen(1*), A1 <+ Ao x(pp), x + Sample(1*, pp), (t,y) < Ai(z), we have

Pr  [Eval(1*, pp, (2,t)) = y and depth(A;) < (1 —¢)-t-1(\) and t > D(N)] < negl(\).

pp,A1,z,(t,y)

In words, a sequential function is one in which the Eval function should be efficiently computable (by a poly-
depth uniform circuit family) but an adversarial who tries to beat this honest evaluation depth has a negligible
chance of getting the correct output (the t multiplier must be greater than D(\)).

Then, the definition for cVDF follows from the two definitions above, as follows:

Definition 43 (continuous verifiable delay function). Let B,l: N — N and € € (0,1). A (B,l,e)-cVDF is
a tuple (Gen, Sample, Eval, Verify) such that

e (Gen,Sample, Eval) is a (1, B,l, €)-iteratively sequential function.
o (Gen, Eval('),Verify) is a B-sound function, and it satisfies the following completeness property.

e Furthermore, it satisfies completeness from honest start: for A\ € N, pp + supp(Gen(1)), vg €
supp(Sample(1*, pp)), and T € N, it holds that

Verify (1, pp, (vo, T), Eval™ (1%, pp, v0)) = 1.
6.2 Repeated squaring assumption (aka the RSW assumption for Rivest-Shamir-

Wagner, originally used to construct time-lock puzzles)

This is the essential hardness assumption, that iterated squaring is sequential in nature. More technically:

Definition 44 (RSW assumption). Let D, B : N — N. The (D, B)-RSW assumption is that 3 polynomial
1 € N— N and constant € € (0,1) such that RSW is a (D, B, 1, €)-iteratively sequential function.

Lemma 45. RSW = factoring is hard, as if factoring is not hard iterated squaring can be much expedited
by factoring N which the iterated squaring takes modulus over.
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6.3 A failed attempt
Recall the definition of a ¢VDF in definition [43] the following protocol is immediate:

e Say log B is the number of squarings we want to do.
e Compute the following in parallel: 7 at T'=1,2,4,...,2'°¢ B and have a proof for each one of them

e For any i € [T] where we want to get a value of x; = x%l at as well as the proof for it. Then, we can
just pick the value from T = 1,2,...,log B that sum up to ¢, which is always possible (for example
11 =842+ 1, so joining mg_s, Ts—19, and m19—11 suffices).
Turns out, completeness fails. For instance, the proof for two steps for mg_,19 depends on a different internal
state configuration than that for two steps for my_2, as an example. This is where the “uniqueness” in
the sense of what IVC was missing is important. In particular, if we can make the internal state unique
(equivalently, no internal state) for each step of the computation, each can be verified. That requires the
prover strategy to be unique.

6.4 cVDF as modified from the Pietrzak’s protocol construction

Like that of definition 25 we define a language on which an interactive proof system is defined. Here, the
language is:

Definition 46 (Ly g, Naive). Let N = p-q where p and q are safe primes (p is a safe prime if p=2p’ +1
where p’ is also a prime). Let B be the upper bound of the number of times the squaring operation is taken:

Lnp={(z,y,t) | z,y€Zy and y= 22 (mod N) and t< B}.
Note that B is upper bounded by the time it takes to factorize N, otherwise it’s trivial.

Notice that ¢ squarings can be split into k& segments in the following sense. Suppose what we want to prove
isy = (xQ)t, so the computation can be split into the following segments:

/k it/ kt/k
a2 22 2 k,...7xk 2 2 (x2)t =1y.
Note that squaring z; for (¢/k) times is exactly xft/k, which is one incremental step of this protocol. That
is,

x; squared t/k times = x =1

) ot/k ) )

?t/k _ (xQn/k) _ mzn/kgt/k _ x2(1+1)t/k
Why does this recursive process avoid the internal state lack of uniqueness problem? The only
internal state that the prover needs to maintain is the intermediate u; = 22" and the Yy = 22, But, this
requires proving that these u; and y are computed correctly. Observe that the recursive process described
above did indeed simplify the process of proving these u; and y. For example, if it takes ¢ squarings to prove
y in the first level, then it only requires (¢/k) squarings in the next level. This continues, until some ! levels
later, the difficulty is only ¢/k! squarings.

6.4.1 Construction of cVDF

Definition 47 (Sketch). Recall the definition that x; = 22" for some i € [k]. Then, consider a random
challenge that we sampled at every t/k steps in the recursive layer, call it r; for x;, then the following
computations are equivalent:

ot /K

k k . . WS\ o
(H(:mﬂT) = H ((xw_l)t/k)?t/k) = H (:EQW ) = H:E;”

i=1 i=1 i=1

So, this final statement "Hf:l x;'” is true if and only if all of the k segments each computing t/k squarings
are true. Such a combined statement is called a sketch.
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Remark 48. The way to set k is important for a refined argument, because if k is proportional to A, then
log, B € O(1) for B polynomial in A, which gives a O(1)-round interactive proof protocol. This requires,
technically, a weaker form of Fiat-Shamir heuristic to be made non-interactive than if k itself is some
constant independent from A. Just note that this is one reason [EFKP2(] seems to be a better construction
than [CHK™ 19], but we largely overlook this difference.

Definition 49 (Frontier). This is essentially analogous to a path that needs to be recorded to hash for any
leaf in the iPoSW construction that [BG20] used (see figure @ Intuitively, the frontier is the set of nodes
you need to compute the values at your current node. Concretely, the frontier of a node in the recursion tree
(k-ary, directed, in our case) is the set of left siblings of nodes on the path from that node to root.

Example 50. For example, the set of the pink nodes is the frontier set of the yellow node, which is currently
being computed.

it ?

. i \\,, ,,/ | \, _,,4 L \\,, ,J"‘l 1.y
YYD CYY) YY) YD) Y
LAA LA A LA \AAL) LA AL

6.4.2 Strengthened version of Ly g to ensure adaptive soundness, efficient verification, and
completeness

Recall definition for the memberships of the basic version of the language we want to prove with our
protocol. It gave good intuitions, but now we add a few more restrictions so that the formal properties of a
cVDF work.

Definition 51 (Ly, g, actual). Let N = p-q where p,q are safe primes. Let B = B(X) be the upper bound
of number of squarings we do. The,

Lnp = {(zo,y,t) | y? = (22)% (mod N) if zg is valid and t < B,} 7

y = L, otherwise

where we say that xg is a valid element if, after fizing any N € N,
o €7y,
o (2?) = QRy (see definition[5d), and
o 1 =|z|N.

Similarly, we say that (x1,...,x;) is a valid sequence if each x; is a valid element.

6.4.3 Adaptive soundness intuition

This is a key part to the additional restrictions in deﬁnition which is why we start treating x3 and y? now,
instead of the original numbers by themselves. It is due to some properties of QRy that gives us adaptive
soundness thorugh efficient proofs at each step.

Definition 52 (Quadratic residue set QRy). QRy < Z% is a subgroup such that it contains all the quadratic
residues of elements of Z%. That is, Vx € QRy, 2> = p € (mod N) for some p € Z% .
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The following fact says that we have an efficient way to test of u generates QRy given the square root of
2% = pu. With this fact, the verifier can efficiently check that the start point of any computation is a valid
generator of QR .

For N € N, and any = € Zy, we use the notation |z|y to denote min{z, N — x}. Then,

Fact 53. Let N € Supp(RSW.Gen(1%)). Then, u € Z%, it holds that (1) = QRy if and only if there exists
an x € Z such that u = x* and ged(x £ 1, N) = 1.

Using this fact, we know that (z,y,t) € Ly p if (22)2" = 42 (mod N). This is because QRy is itself a group,
so iterated squaring on an element of the group preserves its membership in the group. Thus, by checking an
x such that 22 € QR ensures soundness (no cheating adversary can choose a degenerate case). The point
of doing this is that, once we start with an element in QRy, all the subsequent squared values will have this
property, so it suffices for the verifier to check locally and efficiently ensure soundness of the protocol.

6.4.4 Interactive proof protocol for Ly g and uVDF as a result

Throughout, even though pp is the random seed, it is parsed into the following parameters:
pp = (N, B, k,d, hash).

We first describe a helper function, called Sketch, that joins subgroups together to make incremental steps
for a bigger proof higher up in the recursion tree:

Algorithm 1 Sketch(pp, (zo,t),y, msg)

1. Parse msg(z1,...,zr—1) and let zp = y.

2: Let (r1,...,7s) = hash(pp, (zo,t),y,msg) > // relies on the fact ROM or some other assumption to
give us a strong hash function so that we can make this setp non-interactive.

3: Let z(, = | Hle z;  |n and y = | ]_[f:1 x| N > // This reflects exactly one step in the sketch as

described in definition

if z( is invalid then
TR

end if

return (z{,y’)

Using this, we define the prover and verifier for the interactive proof protocol:

e Prover(pp, (xo,t),y):

1. If mg is an invalid element, or if t < k¢ (base case), or t > B (number of squarings exceed the
bound), output L.

2. Otherwise, msg = (x1,...,2x—1) for

oirt/k

T = ’(xo) N

3. Compute (z(,y") = Sketch(pp, (zo,t),y, msg).
4. Output m = (msg, n’) where 7’ = Prover(pp, (z{,t/k),y’)
e Verifier(pp, (xo,t),y, 7):

1. If z¢ is an invalid element, or ¢ > B (number of squarings exceed the bound), output 1ify =7 = L
and 0 otherwise (for invalid cases, only y = L and, correspondingly, an empty proof can be
accepted).
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2. If |y|n is an invalid element, output 0 (this avoids trivializing the proof when z is valid and all,
but |y|n falls outside of the restrictions).

3. If t < k4, output 1 if both y? = (x0>2t+1 (mod N) and m = L and output 0, otherwise (after ¢ has
become small enough, the base-level proofs are computed directly).

4. Parse 7 as (msg, '), and output 0 if msg is an invalid sequence.
5. Compute (zy,y’) = Sketch(pp, (zo,1),y, msg).
6. Output Verifier(pp, (x(,t/k),y’,7").

The construction of the uniqueness VDF (uniqueness in the sense that, given (zo,t), it is sound in the sense
that only one y is likely to be verified) is the following:

e [Gen(1?)]. Sample N = p-q where p, q are safe primes. Sample hash < H. Let k = A\, B = B()\), and
b be a constant that will be useful for technical reasons. Then, p = (N, B, k, d, hash).

e [Sample(1*,pp)]. Sample zg < Z% at random so that ged(zo 1, N) = 1 and o = |z|n (see section
why these specifications are useful).

i [EUGZ(])‘,pp, (1’0, t))]'
— g is invalid, output (y:= L, 7:= 1).
— If t < k? (base case), output (y, L), since y is verified by direct computation, no proof is needed.

— Otherwise, x is valid, and a proof for the y needs to be computed. So, we let

wi = |ab ¥ i € [K],

and let
msg = (21, ... ,1‘]€71),y = T.

Then,
(z,y") = Sketch(pp, (zo,t),y, msg).

Output (y,7) where m = (msg,n’) and ©" = Prover(pp, (z(,t/k),y’).
i [Verify(l/\appa (SC(), t)ﬂ (ya ﬂ))].

— Check for invalid z(, or when t exceeds the bound of B. In this case, proof is trivial, so let
y=m=_1 = output 1;0 otherwise.

— If y is invalid, always return 0.

— If both are valid, then return Verifier(pp, (2o, 1), y, 7).

6.4.5 Claims about the constructed uVDF
We don’t define uVDF here by itself, but instead point out its differences from ¢cVDF in definition

e We require a base difficulty level D, instead of 1. This is because uVDF is standalone, and it doesn’t
guarantee the capability of being verifiable at an intermediate step. In particular, difficulty D for
uVDF means that its an instance of a problem that requires at least D squarings. However, difficulty
1 for cVDF just means that a part of the problem takes one squaring and this one squaring step
by itself is also verifiable.

e We don’t require completeness from honest start.
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Theorem 54. Let D,B,a : N — N be functions satisfying D(\) € w(A\2),B(\) € 29N and a()) <
[logy(B(XA))]. Suppose the following assumptions hold:

e a-round strong F'S assumption.
e (D, B)-RSW assumption for | :N — N and constant ¢ € (0,1).

Then, Y6 > 0 and ¢ > ii‘;, it holds that the wVDF as constructed in section is a (D,B,(1+4)-1,¢€)-
uwVDF.

Proof. By definition, we have to show its completeness, soundness, and sequentiality. We state the results
in as follows:

e (Completeness).
Lemma 55. For A € N, pp € Supp(uVDF.Gen(1%)),z € {0,1}*,t € N,
wVDF.Verify(1*, pp, (zo,t), uVDF.Eval(1*, pp, (z0,t))) = 1.

¢ (Soundness).

Lemma 56. The (D, B,€)-RSW assumption = for every non-uniform algorithm A = {Ax}ren
where Ay runs in poly(B(X)) time for every A € N, 3 negligible negl such that Y\ € N:
pp + uVDF.Gen(1%) . wVDF.Verify(1*, pp, (xo,t), (9, 7)) = 1, and

o : < negl(\).
(z0,1), (9,7) < Ax(pp) (9, 7) # wVDFE.Eval(1*, pp, (xo, 1))

e (Honest evaluation).

Lemma 57. Suppose (D, B)-RSW for polynomial | : N — N and constant € € (0,1). Then, ¥é > 0,
sufficiently large A € N, and t > D()), it holds that wVDF.Eval(1*,-,(-,t)) can be computed in time
(146)-t-1(N).

e (Sequentiality)
Lemma 58. Suppose (D, B)-RSW for polynomial I : N — N and constant € € (0,1). Then, ¥§ > 0,

and ¢ > ;ig, uVDF satisfies (D, B, (1 + 6) - 1, €')-sequentiality.

6.4.6 cVDF from uVDF

The previous construction of uVDF ensures that the final result that can be verified is unique, without
guaranteeing anything about the intermediate steps. Next, we extend that construction to that of cVDF,
such that intermediate steps can also be verifiable given honest start.

Recall definition 43| of cVDF. The key is that we want to make all the intermediate steps verifiable as well.
What uVDF allows us to do is aggregation at every sketch node (which is the rightmost child of any parent
node). The construction of cVDF is to leverage frontier set to allow intermediate proof and verification at
any node. Here, we describe how the cVDF instance differs from the previous uVDF instance in each of the
following aspects (Gen, Sample, Eval, Verify):

Remark 59. The recursive structure is the same, and the difference is in the label. While a node for uVDF
is (z,y,t,m) which means x* =y with the proof m, a node for ¢VDF is

(9 (s,m), F),

where g is the same as xo in wVDF, which is a starting element from Z%;, and s € {0,1,...,k}* is a path to
a leaf node as a unique label in the most natural sense in a (k + 1)-ary tree (along with its proof w), and F
is the frontier set of node s.
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e [pp <+ cVDF.Gen(1?)]. We use uVDF.Gen(1*) to sample pp,yvpr. That gives us a (ppuvpr, d’, g9)-
puzzle tree, which is a (k + 1)-ary tree where:
— Each node is labeled s € {0,1,...,k}* (where the root node is the empty string).
— Its child is s||¢ for i € {0,1,...,k}.

— Its difficulty is t = khtd'+lsl Note that d' is a parameter, so that the height of the tree from root
is h = [log, B] — d'.

— Each node is also augmented by val(s) = (z,y, ), where 7 = uVDF.Eval(ppyvpr, (z,t)).
e [v + cVDF.Sample(1*, pp)]. Sample g £ 2y < uVDF.Sample(1*, ppyvpr) and output v = (g, 0", ).

Remark 60. This v pgints to the leftmost bottom level leaf node, which is why it is labeled by 0", It
requires no proof, as g> = g which is just itself.

e [/ + ¢cVDF.Ewval(1*,pp)]. Key changes happen here and in the Verify function which comes next.
— A node should be of the form (g, s, F') (7 is absorbed in the notation as s). We want s to be a leaf
node in the (ppyvpr, g)-puzzle tree, and F' is a frontier. Failure to parse causes Eval to reject.

— Run
cVDF.Verify(1*,pp, ((9,0",0),5), (g, 5, F)).
—_—

(v,T) v’
If it rejects, Fval should not continue and should reject too.
— Now that the input is valid, we do the following:

1. Compute the input of node s, which is done in one of the following cases:
* (s is a leftmost child): recursively as the input passed down by parent.
* (s is a middle child): input of node s is the output of its left siblings’ values (available

in F).
* (s is a rightmost child): Compute the sketch of its left siblings’ values:
Sketch(ppuvpr, (2,t), Tk, (T1,. .., Tk—1)),

all of which are available in F'.
2. Compute the value of s:

(y,m) = uVDF.Eval(lA,ppuVDF, (, kd')),

where z is the input acquired from the previous step.

3. Compute the frontier of s + 1 by merging partial proofs up to the closest common ancestor
in the tree, so that the new frontier (s + 1, F’) is correct and consistent (there are some
complications depending on which of the three kinds of child s is, but all are efficiently
computable from the nearest common ancestor).

Output v' = (g,s+ 1, F’) as the next node.
e [b< cVDF.Verify(1*, pp, (v, T),v")].

1. Check if v is well-formed as (g, s, F)) where g € Z%,, s should be a leaf node, and F' is a frontier.
If this parsing fails, reject. Otherwise, if (g, s, F) # (g,0",0), run

cVDF.Verify(1*,pp, ((9,0",0),5), (9.5, F)),

and reject if this verification fails.
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2. Check v'":
(a) Parse v’ as (g,s + T, F’). F’ should be the frontier nodes in frontier(s’) (frontier(s’) can be
efficiently found, because |F’| < h -k < ([log, B] — d') - k), where B is poly(\).
(b) Check if F’ is consistent.

Definition 61 (Consistent). Let S = {(s,value)}, where s is a node and value is its value in
a ((N, B, k,d, hash),d , g)-puzzle tree. Then, (s',(x,y)) is consistent with S if

— Input x is correct based on one of the three kinds of child s can be (see the first step of
the third point of cVDF.Ewval).

— QOutput y s correct by the third step of the third point of cVDF.Eval, which has two cases
but we ignore the details.

S is said to be a consistent set if every node in S is consistent with S.
(c) For (5, (z,, 7)) € F', run

uVDF'Verify(l)\appuVDFa (.73, tAkh+d/7‘S/‘)7 (ya 77))
If any of these steps didn’t succeed, reject. Otherwise, accept!

Theorem 62. Let D, B : N — N where B(\) < PR D) = A for all A € N and specific constant d..
Assume

e (D, B)-RSW assumption for an € € (0,1) and a polynomial I, and
o V' 0 €(0,1), uVDF is a (D,B,(1+9)-1,¢)-unique VDF.

Then, the resulting cVDF is a (B,(1+06")- D -1,€")-cVDF for any €’ > ;ig: and 6" > 4.

6.5 Use cVDF to construct hard-on-average rSVL

[EFKP20] constructs a hard instance of rSVL (see definition using ¢VDF, which implies hardness of
TFNP subclasses as low as CLS.

Theorem 63. Let B,l,e : N — N be functions where B(A) > X¢ for a sufficiently large ¢. If 3 a (B,l,¢)-
cVDF, then rSVL is optimally HOA for algorithms with size s(A) < (1 —€) - B(A).

Proof. Let (c(VDF.Gen,cVDF.Sample, cVDF.Eval,cVDF.Verify) be a (B,l,€)-cVDF. The following is the
construction for a HOA rSVL instance, (S, V,T,vp):

e (Starting node vp). pp < cVDF.Gen(1*) and then set vy < cVDF.Sample(pp) .

1—e¢

« (Difficulty T). Let T = (1 4o ) - s(N).

e (Successor circuit S). Let
S(v) = cVDF.Eval(1*, pp,v).

e (Verification circuit V). Let
V(v,i) = cVDF.Verify(1*, pp, (vo, ), 1).
(Totality of the instance). Totality is guaranteed by the completeness of cVDF.

(Hardness). Suppose to the contrary that there is an efficient algorithm (with size, or parallel depth, at
most (1—¢)-B(A)), A, to solve this instance, then it must be able to solve it in one of two ways by definitioni:
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1. A finds false positive (v,%), so that
v# S (vy) yet V(v,i)=1.
By definition, this means that
v # cVDF.Eval' (1%, pp,vo) yet cVDF.Verify(1*,pp, (vi,i),v) = 1.
This violates the soundness of cVDF.

2. A finds the actual sink v. That is to say that A finds
v = ¢VDF.Eval™ (vy),

where vy is the initial state and 7' > D(A). Define the circuit By as follows:

(a) Hardcode cVDF parameters: B; contains the public parameters pp used in the ¢cVDF.

(b) Simulate the adversary: On input vy, the circuit By runs A internally to obtain v such that
cVDF .Verify((vg, T),v) = 1.

(¢) Output: The circuit Bj finally outputs the pair (v, T).

Since Bj has size (or depth) bounded by that of A, it follows that By runs in strictly fewer than T'-1()\)
steps (for some function !) on all inputs vyg. However, by iterative sequentiality of the cVDF, computing

(v,T) + ¢VDF.Eval™ (v0) s.t. cVDFE.Verify(1*, pp, (vo, T),v) accepts

cannot be done in fewer than (1 — &) - T - [(\) sequential steps with high probability. This contradicts
the iteratively sequential property of the cVDF.

So, A should be able to find neither of the solutions. |

Remark 64. As reasoned in the part of the survey for [CHK™19], rSVL < EoML € CLS. So, under the
assumption [EFKP20] makes, which are really:

e «a-round strong FS assumption, and
e (D, B)-RSW assumption for ] : N — N and constant € € (0,1),

there exists (B,l,€)-cVDF. This implies rSVL is HOA, which means everything above, including interesting
classes like CLS, PPAD, etc, are HOA.

7 IVC construction #4 in ROM assuming unconditionally without
uniqueness [CP18], DLM19, BG20]

The CP graph as constructed in [CP18|] can be thought of as an alternative to the graph in [MMV13]. In
particular, instead of a general depth-robust graph only on the leaves level, it constructs a graph where new
edges are created pointing to a leaf node from all nodes that are left siblings to any node on the path from
that leaf node to the root node.
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7.1 What did [MMV13] do?

The intuition is that [MMV13] uses a depth-robust DAG with N vertices as a hardness assumption and lifts
that to an efficiently verifiable proof protocol by building a Merkle tree on top of it, with each node of the
graph as a leaf in the Merkle tree. For illustration, consider the following:

() O
(o) (1)

dbdb = e

Figure 1: [MMV13] construction: (left) a Merkle tree, (middle) a toy depth-robust DAG with an unambigu-
ous topological order, (right) each vertex of the DRG attached as a leaf of the Merkle tree from left to right
in the topological order of the vertices.

7.2 The CP graph

[CP18] constructs a graph where new edges are created pointing to a leaf node from all nodes that are left
siblings to any node on the path from that leaf node to the root node. See the following example:

Figure 2: Example CP graph from [CP1§]|

Call such a graph G oW (where n = 4 in the illustrated example, as it has a height of 4). We state the
following properties of such a graph proved in [CP18].

Definition 65 (Labels of GE°SW). Let i be some vertez of GE*SW , and {p;}ic(q) be its in-neighbors. Then,
the label of i is
Li=H@i,ly,. ... l,).

(Clearly H in this context takes variables input-sizes, so we can consider it as a family of hash functions)

Pictorially, by the order of hashing (and the topological order that needs to be preserved), the following is
the labeling order:

Lemma 66. The labels of GfOSW can be computed in topological order using only w-(n+1) bits of memory,
where w is the output length of the hash function H.

Proof. Structural induction on GF°S"W and the fact that:
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VAN

Figure 3: Borrowed from [BG20]

e (Base). GI*°W: Hash the left and right nodes and hash them together once to the root node. In the
most case, it holds in memory the hash of the left and right nodes (and a single bit root node name).

e (Induction). Left tree GESW is trivial, it is enough to just compute to Iy as its label (since in the
bigger GE°SW | there are no new incoming edges to nodes in this subtree). And only remember ly.
Memory needed is w - n.

Right tree is a bit more complicated, as there are new in-edges from the node labeled as [y to all of
its leaves. But the only extra thing needed is to hash this [y into the labels of the regular process of
the right tree, meaning the additional memory needed is just |lo| = w. The total memory needed is
w-n+w=w-(n+1). This should produce l; as the right tree’s label.

Finally, we just hash H(e,lg, 1), with constant memory.

Definition 67 (Special sets, S, S, Dg). For S CV, we let
e S be all leave nodes below nodes in S.
o S* is the smallest set such that $* = S.
e Dg are all nodes in S or below nodes in S.

Lemma 68. Let S C V. The subgraph of GE*SW = (V, E) induced on V — Dg- has a directed path going
through all |V| — |Dg«| = N — |Dg~| nodes.

Proof. Induction on n. |
Lemma 69. For S*,S CV, Dg- contains [{0,1}" N Dg+| = W many leaves.

Proof. Trivial, just because D,, is a full binary tree. |

7.3 PoSW based on the CP graph

Let n be the security parameter, ¢t be the statistical security parameter, and N = 2" — 1. Let H :
{0,1}w(+1) 5 £0,1}* be the hash function, instantiated as a perfect one in ROM. Let M be memory
available to P, which is of the form M = (t +n-t+1+2™m"1) . w for some 0 < m < n.
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7.3.1 Construction

Proof of sequential work in both and can be illustrated as follows:

H:{0,1}* = {0,1}*

Prover P(N,t,w) Verifier V(N,t, w)
statement x X {0, 1}w

PoSW
(#,dp) == PoSW(x, N) oSW ¢ ;~‘§

} 0 13w
challenge ~ o 7 {01}
T = open(x, N, ¢p,7) answer T

verify(x, N, ¢,v,T) € {accept, reject}

Let X & D be the puzzle / statement to prove, and (N, ¢, w) be the set of complexity / security parameters.
As such, both P and V can be instantiated, and the hash function Hy is fixed. The proof system then has
the following three main components to specify:

e (PoSW function). On the X to prove, PoSW outputs the commitment ¢ (in , this was the
hashed labels on all N vertices in order) and local computation record (in [MMV13], this was the local
Merkle tree / look-up table).

Here’s what [CP18] does:
1. Use w(n + 1) space to compute the labels of all nodes on GE5W by lemma using Hy.

2. It sends the root label as the commitment:

3. It stores the labels for top m levels, i.e.
op = {li}tico,1y<m-

e (Challenges). v = (y1,...,7:) are randomly sampled challenges (sampled only from leaves). It is of
length t - w because each hash value has length w. So this is just uniformly sampling

v+ {0,213,
e (Open function). On v challenge, for each ~; in it, for ¢ € [t], open function contains in its output:

— l,,, label of the node in the challenge.
— Labels of all siblings of the nodes on the path from ~; to the root.

For example, if one of the 7; = 000, based on the graph in figure 2] 7 should o contain labels of
{000, 001,01, 1}.
When m = n, no additional queries to Hy are needed.
e (Verify). By how 7 is constructed, all labels of parents of the challenges, v;, are included in 7. So,
verify by checking if
Ly, =Bx(i lpys -3 lpy)s (Upy s - - 1p,) = parents(y;).
Now that we have [,,, we then use labels in 7 to recursively compute from i = n —1 to i = 0 and check
if the final label value agrees with [, i.e. if
HX('YZ [07 e 7i]7 l’yl-[O,.u,i]OOa l%[O,...,i]ol) = lﬁ)

which was committed previously as ¢ (v;[0,. .., 4] means recursively the first 0 bit of 4; up to the first
i bits).
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7.3.2 Non-interactiveness in ROM

This is a pretty standard construction based on Fiat-Shamir in ROM, analogous to how it’s explained in
section ?7?. Again, this is because challenges are uniformly sampled, and the hash function is shared.

7.4 Proof of security

Theorem 70. If a cheating prover P makes fewer than (1 — «)N sequential queries to the hash function
Hy, the verifier accepts the proof with probability at most

2nwg>
w7

(1—a) +

which is negligible.

Proof. Recall H is sequential and hash resistant. Let’s call node ¢ inconsistent if I}, which is its actual
computed label, does not agree with [; based on its parents. Let S be the set of all inconsistent nodes.

By lemma [67] there exists a path going through all nodes V — Dg«. Since V — Dg- are all consistent, the
labels {I/}; on this path constitute a Hy-sequence of length (N — |Dg-|). If |Dg«| < aN, then P must have
made

> N — |Dg+| > (1 — )N sequential queries.
So, in the case of making less than that many sequential queries, it must be the case that

|Dg-| > aN = (2"t —1).

But, we also know from one of the lemmas above that

Dg- S*
_IDse +15°]

2

{0,1}" N Dg-| 2",

With this, we show that there is a high probability that one of the random challenges in + is going to intersect
with one of the in consistent nodes to lead to a rejection, i.e.

Ji s.t. Jv from the path from ~y; to the root s.t. v € S.

As #; is sampled uniformly randomly:

_ {0, 13" N Ds-

Pr[’yi S DS*] on

>a = Prly; ¢ Dg+| <1—a.
Union bound over ¢ random samples of ¢ gives

Pr[yN Dg- = 0] < (1 — a)?,

so the verifier will reject P with probability greater than 1 — (1—a)t. |

7.5 Efficiency

Here are some size parameters of inputs that are used in the three algorithms described in section It
is w bits to specify any label and n bits to specify any node:

‘X|:w7|¢|:|l6|:w7|’7|:t'w7‘7|St'w'n'

After using Fiat-Shamir, we just send the commitment and the challenge response together, which needs a
total memory of
o] + |7 <w+t-w-n.
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7.5.1 Prover efficiency

This is also a reason why it is valid for our use case of building hard TFNP subclass instances, because we
need to be able to build a circuit (such as successor circuit) that simulates what prover does efficiently. As
such, proof size, computation time, and memory must all be tractable.

e (PoSWHx (). For N sequential queries total:

ON-(n+1) w)

e (Opent’* (N, ¢,7)). We can choose an m € [0,n] such that P, when it solves the challenge, needs to
recompute 2"~ — 1 many labels. There are t challenges, for a total of

te(2nmm 1),

7.5.2 Verifier efficiency

The verifier does two things:
e sampling ¢ random challenges, and

e computing Verify(X, N, ¢,~, ), which is done by making ¢ - n queries to Hy (so just O(t - n) time),
each with a length of < n-w (so for a total of <¢-w-n bits to communicate or write down).

7.6 Lack of uniqueness property

Note that this constructed protocol does not enforce uniqueness. That is, more than one proofs may be ac-
ceptable to the verifier under the given parameters (for example, an adversary may spend sufficient amount
of time to come up with a proof that is not what an honest prover would come up with). By the time of
[CP18], at least, it is not clear if such a uniqueness property can be guaranteed with the gap between proof
generation and proof solving still being exponential.

Now, this uniqueness problem will cause problems in many of PoSW'’s applications. For us to show hardness
in TENP subclasses, this may mean that false positive solutions can be introduced that do not actually lead
to a solution. [EFKP20] got around this problem by actually enforcing uniqueness, and |[CHK™19| did so
by making false positive solutions due to lack of uniqueness computationally intractable to find (a property
they call unambiguity). We will elaborate both of these late.

[IDLM19] gives an even more space efficient construction of CP graph. The incremental concept is of
our interest here so we briefly discuss its construction and note on some highlights. The construction of
[DLM19| is incremental in the sense that a proof for time N on X can be handed off and be topped for
further computation, say another N’ steps, and teh final proof proves work for (N + N’) steps.

7.7 Construction tweaks
7.7.1 Why can’t [CP18] construction be incremental?

Recall section [7.3.1} the challenges are sampled from the leaves of the GF°W graph and determined by the
root of this graph. Changing root changes the challenges so that the previous challenge set cannot keep
working.

They key tweak of [DLMI9] is choosing the challenge leaves on the flight at each node of the tree, and
discard these challenges as the size of the tree grows. This way, further iterations of the tree only shave
off root-to-leaf paths in the challenge set, as opposed to finding a completely new set of challenges. For
illustration:
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Fig. 1: Before choosing challenge subset. Fig.2: After choosing challenge subset.
Note that due to the adaptivity of the adversary, just doing the above adaptive choice of challenge set paths

leads to a log N loss in soundness (i.e. every time adaptivity happens, « soundness worsens to log NV - «;
technical details see [DLM19]). The solution to this as proposed in [DLM19] is the following:

e by [CP18], left tree is computed before right tree is processed, so that the adaptivity can take advantage
of the left tree to bias the right tree computation.

e So, instead, while doing the right tree computation, we also simultaneously recompute the left tree and
fetch fresh challenge paths.

After all, when joining these two trees at a new parent node v, we choose S, which is a new set of k challenges
by choosing them at random from the 2k challenges in S; U S, (made non-interactive by Fiat-Shamir).
7.7.2 Construction

Let x & D be the statement to prove, and (N, , A) represent the complexity and security parameters, where
N is the time parameter, ¢ is the number of challenges, and X is the security parameter. Both the prover P
and verifier V share access to the hash function Hy. The construction includes the following components:

e (Prove function). The prover computes the labels of nodes in G'Y°SW | similar to [CP18], but with
additional features for incremental proof generation. Key steps are as follows:

1. Challenge Path Selection On-the-Fly: At each node v, challenges are selected incrementally
based on the random oracle "H;:

7y <= Hi(v), S, < RandomSubset(2t,t;7,),

where S, determines the subset of challenge paths.
2. Efficient Memory Usage: The prover maintains a list U of unfinished nodes, storing paths for
at most log N nodes at any point. This reduces the memory complexity to O(log N).

e (Increment function). To extend an existing proof = for X with time N to a proof for N + N’, the
prover:

1. Initializes from the root label and the stored challenge paths in 7.

2. Traverses the new portion of the graph Ginf,)osw, incrementally selecting challenges for the extended
portion and discarding obsolete paths (that is, when merging, we randomly select ¢ challenges from
the ¢ + ¢ challenges from the two sub-trees).

e (Verify function). The verifier checks the proof as in [CPI8] but adapted for incremental structure:
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— For each challenge path, verify:
ly =Hy(v,lp, ..., 1p,), where (p1,...,pq) = parents(v).

— Ensure consistency between incremental segments and check that the updated proof aligns with
the original commitment.

7.8 Parameter improvements

Compared to [CP18], [DLMI9] achieves the following:

e (Prover runtime). The construction in [CP18| requires N + V/N sequential steps for the prover,
leveraging a hybrid approach where v/N nodes are stored to reduce recomputation. The construction
in [DLM19] achieves N sequential steps for the prover by using incremental proofs and recomputation
mechanisms.

e (Memory complexity). In [CP18|, prover needs v/ N memory, at the cost of additional computation.
[DLM19] improved prover memory complexity to poly(log N), with a slight overhead in proof size (a
factor of log?(N) with single processor, and a factor of 9 with log(N) processors).

o (Proof size). In [CPIS|, proof size scales with the depth of the Merkle tree, which is O(log N).
[DLMT9] worsened it by a factor of log?(N) with single processor, and a factor of 9 with log(N)
processors.

e (Verifier runtime). In [CP18], The verifier’s runtime is poly(log N), poly(log N). [DLM19] maintains
this performance.
7.9 Construction of hard-on-average PLS® instances

So far, we have only talked about problems like rSVL, SVL, and EoML, which are quite deep in the TFNP
hierarchy, which means showing their hardness is at least as hard as showing classes that are higher up. As
a recap, here are some key TFNP subclasses.

FNP

PPAD

CLS

!

FP

So, it is a reasonable question to ask if there are simpler constructions / assumptions for hardness for higher-
up classes than what [CHK™19] has shown for CLS-hardness (Fiat-Shamir + #SAT hardness in ROM).

Indeed, [BG20] showed that PLS is unconditionally hard in ROM, as it requires on iPoSW as described in
[DLM19] based on [CP18], which can be instantiated in ROM (this works around [CHK™19|’s use of IVC
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with computationally unique proofs to acquire SVL hardness). Here’s a definition of polynomial local search,
PLS:

Definition 71. A PLS instance is defined by a two-tuple of poly-sized circuits, (S, F'), where:
e 5:{0,1}" — {0,1}"™ is a successor circuit. Note that in-degree of a node is not guaranteed to be < 1.
o F:{0,1}" -+ N.

A solution is a node v € {0,1}" where F(S(v)) < F(v). Equivalently, we construct a DAG, where v is
connected to S(v) if and only if F(S(v)) > F(v), and we want to find a sink (F thus enforces a topological
order that goes well with the iPoSW construction, and a solution is guaranteed by the totality of a finite
DAG).

Definition 72 (Oracle-aided PLS). Let S and F both have access to an oracle.

7.9.1 Construction overview

The iPoSW from [DLM19] in ROM is analogous to an IVC in the standard model, but different. They are
different in the sense that the IVC construction of PLS hardness focuses on constructing some provably long
computation, the hardness of the iPoSW construction comes from computing an accepting proof. Then,
these hardness can be chained up across states by the fact that two accepting proofs in iPoSW can be
efficiently merged to yield an overall accepting proof.

7.9.2 DLM iPoSW modified

The ideas as they were originally stated were in section for a CP construction of PoOSW, and in section
for a CP construction with incremental property. The key modification is that, on GZ oSW "instead
of randomly sampling the challenges from the 2" leaves, randomly sampling the new k challenges from the
(k + k) challenges in the left and left subtrees, each being a GF°W. Rigorously, the prover algorithm is:
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Algorithm 2 DLM.Py, w (X, t, )
Input:

e String X € {0, 1}
o Time ¢ € [T]

e Candidate proof m = (L, (us, Su,, Pu;)i"q) // L is the current set of labels and (u;, Sy, , Py, )™, ) where
u,; are currently active challenge vertices, where S, is its associated leaves and P,, is the associated
paths from these associated leaves to root. Note that these paths are sufficient to authenticate the
labels of the challenge nodes up to this point.

Algorithm:

1: if {u1,...,um} # Us—1 then // Lemma 6.2 of [BG20] states that U;_;, which is the set of active
vertices for each labeling of nodes in the topological order of the DLM construction, can be computed
in poly(log N) where N is the total number of indices for U.

return €
end if
. Set Llvg] = Hy (v, Lp1], - - ., L[pr]), where (p1,...,p,) = parents(v;) in topological order.

. if v, is a leaf then
Let Sy, = {v:} and P, = {(v:)}

else
// vt has two parents, I, € U;_1, or really children in the typical binary tree terminology; in-

neighbors as parents because of the directions of the edges.

9: (a) Construct new challenge set. Sample a random subset S, of size min(s, [leaves(vy)|) from
Sy U S, using rand « HJ (vy, L]v,]) as public random coins. // s is a predetermined size of a challenge
set. This is the key of making the typical CP graph construction an incremental computation.

10: (b) Construct the new authentication path set. Let P,, = (). For every path in P, U P,
truncate them down to only the paths from leaves in S,,, and append these paths to P,,. //i.e. all the
nodes that are either the current challenge leaves or on the authentication path of the current challenge
leaves.

11: end if

12: Remove labels from L for all nodes but (J,cy, Pu- // Again, U; can be computed efficiently in
poly(log N).

13: return 7' = (L, (4, Sy, Pu)ucv,)

ST e

As how it has been used, H and H in this prover protocol can be instantiated as perfect hash functions
indexed by X with collision-resistant and sequential property in ROM (the two properties are proved in
lemmas [4] and . They correspond to the public key randomized interactive proof protocol models, so that
the verification interactions can be made non-interactive by Fiat-Shamir heuristic in ROM, see section [2.2.4

Remark 73 (Verifier). It should be intuitively clear why the authentication path and the challenge set is
sufficient to convince a verifier that a certain number of steps have been taken (following collision resis-
tance and sequentiality of the underlying hash functions, meaning that it is intractable for an adversary to
cheat with a shorter time). As such, we don’t write out the full verification algorithm in full details (see
DLM.VIH (v t ) in [BG20)]).

Remark 74 (Non-uniqueness). Challenges are incrementally randomly sampled by the prover. It is, thus,
possible for the prover to choose a different set of challenges in each step to come up with a different proof
of sequential work.
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7.9.3 Properties of the modified DLM construction

Theorem 75 (Incremental completeness of modified DLM; proof for ¢ + 1 steps can be generated efficiently
and correctly with proofs up to the t-th step). VA € N, t € [T — 1], candidate proof m € {0,1}* and statement
x € {0,1}*: a new proof can be generated as 7' = DLM.PHH (y t, 7), such that

DLM.VEH (y t,7) = ACC = DLM.V™H (y, t+1,7') = ACC.

Proof. The proof pretty much just analyzes different cases of the authentication paths and challenge nodes,
and the argument follows from the iPoOSW properties. In particular, the construction of the labeling algorithm
of the iPoSW ensures that if the proof 7 for a node v is valid, the transition to the successor node v (either
through advancing or merging sub-trees) generates a valid proof for v’. This property holds throughout,
because the labeling algorithm is recursive and maintains consistency throughout the process of updating
proofs. |

Theorem 76 (DLM soundness; no sub-exponential adversary can succeed). Let ATH' = {.Af’H/} be an
oracle-aided adversary taht makes at most q(\) queries to both H and H'. Then, VA,d € N with d < X such
that A makes less than 2 sequential queries to H, we have

PHDLMY ™ (3, 25— 1,m) = ACC | x - {0,117 AP ()] < 0(¢2)27 90,
Proof. Follows from sequential soundness property of PoOSW construction in [CP18] and [DLM19]. |

Corollary 77 (Exponential hardness of finding an accepting proof). For every oracle-aided adversary A® =
{AQ}ren of size 2°) and X € N:

PrDLM.VO (x, 22" = 1,7) = ACC | x {0, 1}}, 7  A®(y)] < 2770V,
Proof. Follows form the latest theorem. |

7.9.4 Hard PLS® instance, Rff

Recall the verifier is DLM.VHH' (x,t,m), which takes the statement to prove, time to be proved on and the
proof for that amount of time to have elapsed sequentially, and efficiently decides between ACC / REJ with
incremental completeness and soundness.

Now, let t = T; = 291 — 1. We define the following search problem:

Definition 78 (Search problem RY). Let d = d(\) = X be the depth parameter (where \ is a computational
security parameter). The search problem Rg is defined as

RY = {(x,n) | DLM.V®(x, Ty, 7) = ACC}.

We first show that Rg reduces to PLS®.

Theorem 79. RS € PLS®.

Proof. The idea is to have each node in the PLS? instance be (t,m), and if it can be verified along with X,
ie. DLM.V(x,t,7) = ACC, that initiates the hash functions (hard-wired), then

e (59). the next state is (t + 1, 7’) where prover generates the new proof 7’.
e (VO). the value of the state is ¢.
Otherwise, if (¢,7) is REJ by the verifier, then

e (S9). the next state is (1, 7).

48



e (VO). the value of the state is —1.

By the efficiency and proof size of the process of DLM.P and DLM.V, S and V can be written down in
poly(|x|). In the end, we just output the proof part of the (2¢** — 1, 7) node as the solution, which is of

length poly(|x|)-

Now, we show that if (¢,7) is a local maximum of (S©,V?), then

e DLM.VO(x,t,m) = ACC, because if it’s rejected, then, by the construction, the next state would be
the beginning state which has value of 1, which is higher than the assigned value to the rejected state,
—1, so it cannot be a solution.

e Now, for all (¢,7) that is accepted, by incremental completeness, there exists a proof 7’ such that
DLM.VO(x,t+1,7") = ACC, too, if t < Tj.

e So, the only situation a local maximum can be found if we start from an accepting first state is (Ty, 7y)
where 7 is the final associated proof.

As such, if d(\) < A, the above reduction finds a solution in an PLS® instance and the final (Ty, 7s) gives
the solution for R?, which is 7. ]

Finally, we show Rg) is hard.

Theorem 80. Rfig is exponentially hard on average. As such, PLS® has search problems that are hard-on-
average.

Proof. By setting d = )\, we have R € PLS®. By corollary it is inverse exponentially hard to find a
solution, so on average it is expected to take exponential time to solve this instance of PLSC. |

8 Directions

Possible directions: - Some easy things we have explicitly exercised. - Some directions we have tried that
didn’t work. - What’s so important about uniqueness? To construct verifier circuit. Review complete
problems in subclasses of TEFNP that we care about. - What can we try further given the above summary
(three constructions)? - ¢cVDF seems to be in between the other two constructions. In particular, it doesn’t
use the direct facts about ROM, but instead goes through the iterated squaring assumption to show CLS
hardness. Can this assumption be removed? - Unambiguity over iPoSW construction?
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